IJIREEICE ISSN (O) 2321-2004, ISSN (P) 2321-5526

International Journal of Innovative Research in Electrical, Electronics, Instrumentation and Control Engineering
Impact Factor 8.021 :: Peer-reviewed & Refereed journal :: Vol. 14, Issue 7, July 2026
DOI: 10.17148/1JIREEICE.2026.14713

Cheating detector - Real-Time Al-Driven Exam
Proctoring Engine

Anshita Tripathi!, Aditya Balaji?, Dr. Beenarani Manoj?
Student, Computer Science Engineering, SRM institute of Science and Technology, Chennai, India!
Student, Computer Science Engineering, SRM institute of Science and Technology, Chennai, India?

Guide, Computer Science Engineering, SRM institute of Science and Technology, Chennai, India®

Abstract: With the rapid expansion of online education and remote assessments, maintaining academic integrity without
human intervention has become a critical challenge. This paper presents Cheating_detector, a real-time, Al-driven
automated exam proctoring engine. The system integrates computer vision techniques utilizing Python, OpenCV, and
YOLOVS8 to perform concurrent object detection, pose estimation, and gaze tracking. By analyzing candidate behavior in
real time, the engine identifies suspicious activities such as forbidden object usage, improper posture, and unauthorized
visual deviations. Furthermore, an automated alert and logging mechanism built with SQLite3 and an SSL-encrypted
smtplib module ensures reliable incident storage and dispatches rate-limited, evidence-backed email notifications to
administrators. Experimental evaluation demonstrates high real-time processing performance, minimal false-positive
rates, and robust incident logging for academic integrity enforcement.
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l. INTRODUCTION

The rapid global transition toward online learning environments and remote assessments has created an unprecedented
demand for scalable academic evaluation systems. While digital platforms offer flexibility and geographical accessibility,
they simultaneously present significant challenges regarding the preservation of academic integrity. Traditional online
assessments relying solely on unmonitored software or post-exam reviews are highly susceptible to various forms of
academic dishonesty, including the unauthorized use of mobile devices, unauthorized collaboration, and non-candidate
participation.

Manual proctoring, wherein human supervisors remotely monitor multiple candidates via video feeds, suffers from severe
scalability limitations, elevated operational costs, and human fatigue, which can lead to missed infractions. To mitigate
these shortcomings, automated online proctoring systems utilizing artificial intelligence (Al) and computer vision have
emerged as a critical field of research.

To address these challenges, this paper presents Cheating_detector, an integrated real-time Al-driven exam proctoring
engine. The system continuously analyze video streams to perform simultaneous object detection, pose estimation, and
gaze tracking. The main contributions of this work are summarized as follows:

e Integrated Vision Framework: Development of a multi-modal perception pipeline leveraging OpenCV and
Ultralytics YOLOV8 for concurrent identification of unauthorized objects, body posture anomalies, and
visual gaze deviations.

e Persistent Incident Logging: Implementation of an efficient database architecture using SQL.ite3 to
systematically log timestamped violation metadata and store reference image evidence.

e Secure and Controlled Alerting: Integration of an automated notification system via smtplib using Secure
Sockets Layer (SSL) encryption, optimized with rate-limiting algorithms to prevent notification spamming
during persistent infractions.

1. SYSTEM ARCHITECTURE AND OVERVIEW

The Cheating_detector system is structured to operate under standard hardware and software constraints typical of online
remote assessment environments.
A Processing and Deployment Labour

The real-time proctoring engine operates on the candidate's local workstation while streaming processed metrics to the
primary supervisor interface. The system layout is structured into two main operational layers:
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e Local Vision Engine: Captures the candidate's video feed via a standard webcam at a minimum resolution of
1280 x 720. The input frames pass concurrently through YOLOV8 for prohibited object identification, pose
estimation for physical orientation monitoring, and OpenCV-based facial landmark tracking for gaze detection.

o Alert & Logging Backend: Detected infractions are recorded in a local SQL.ite3 database. Simultaneously, an
SSL-encrypted smtplib pipeline routes rate-limited email alerts containing snapshot evidence directly to
administrative endpoints.

B. Operational Parameters

To maintain accurate monitoring without overloading local system resources or network capacity, the following
operational thresholds are configured:
e Temporal Thresholding: Visual anomalies (such as gaze diversion or head turning) must persist for a
continuous duration (> 1.5 seconds) before triggering a infraction flag, reducing transient false positives.
e Alert Rate-Limiting: A cooldown window (t.,.4own = 60 seconds) is enforced per violation category to
prevent duplicate email alerts during extended incidents.

1. SYSTEM IMPLEMENTATION AND EXPERIMENTAL RESULTS

The Cheating_detector framework processes continuous frame sequences to evaluate candidate behavior across object
detection, body orientation, and gaze tracking modules simultaneously.

A Detection and Tracking Modules

The core vision pipeline relies on Python, OpenCV, and the Ultralytics YOLOV8 architecture to process incoming
webcam streams. Prohibited objects (such as mobile phones or additional human faces) are identified via bounding box
detections. Pose tracking monitors key shoulder and neck joint positions to detect excessive body leaning or downward
posture shifts. Facial landmark estimation measures vector shifts in eye gaze and head rotation relative to the center of
the display screen.

B. Storage and Secure Alerting Architecture

When an anomaly threshold is exceeded for a sustained time window, the system records the event in an SQL ite3 database
with a UTC timestamp, breach category, and associated frame reference. Simultaneously, an automated email dispatcher
sends snapshot evidence using smtplib via an SSL-encrypted connection (port 465). To minimize email flooding during
persistent incidents, a throttling queue enforces a cooldown interval before issuing subsequent alerts of the same violation

type.

RECOMMENDED SYSTEM MOTDAL\JI?_II_EEPIERFORMANCE AND METRICS
Module Detection Target Avg. Latency (ms) Accuracy (%)
YOLOVS8 Prohibited Items & Persons 18 96.4%
Pose Estimator Posture & Body Shifts 12 93.1%
Gaze Monitor Eye & Head Deviation 9 91.8%
Logging / Alert SQLite3/ SSL Email <5 100%
C. System Workflow Explanation (Figure 1)

The architecture and end-to-end execution flow of the Cheating_detector engine shown in Fig. 1 consists of five key
processing phases:
1. Data Acquisition and Pre-processing
e Video Capture: The process initiates by capturing a continuous video stream from the candidate's webcam
(Capture Webcam Stream).
e Pre-processing: Individual video frames are converted into structured matrix representations and normalized
using OpenCV (Pre-process Frame) to optimize inference speed and lighting uniformity.
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Cheating_detector: Real-Time Al-Driven Exam Proctoring Flowchart (Fig. 1)
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Figure 1. End-to-end technical flowchart detailing the real-time data capture, parallel Al vision analytics, threat
logic, secure logging, and rate-limited alerting mechanisms within the Cheating_detector engine.

Fig. 1 End-to-end Flow chart

TABLE 11
PERFORMANCE AND ACCURACY EVALUATION OF CHEATING_DETECTOR MODULES
. Avg. Detection
Module Name .Core Technology / qultored Latency Accuracy
Library Metric
(ms) (%)
Prohibited
Object Detector Ultralytics YOLOv8 Items & 18 96.4%
Secondary
Persons
Posture Shifts
Pose Estimator OpenCV/Keypoint Tracking ‘E‘rameOUt'Of' 12 93.1%
Leaning
Gaze Monitor OpenC_V/Landmark Pupil Vector 9 91.8%
Analysis & Head

As summarized in Table 11, the Cheating_detector architecture achieves real-time responsiveness while maintaining high
accuracy across all primary vision sub-modules. The YOLOv8 object detector identifies prohibited items (e.g., mobile
phones) with an average accuracy of 96.4% and an inference latency of 18 ms. The pose estimation and gaze monitoring
modules maintain lightweight processing footprints (12 ms and 9 ms latency, respectively), allowing concurrent
processing on consumer-grade webcams at real-time frame rates. The SQL.ite3 persistence and SSL-encrypted email
alerting pipeline operate under a 5 ms overhead, ensuring zero disruption to the primary computer vision engine.
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D. Statistical Analysis
1. Comparative Module Performance (Accuracy vs. Latency)
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Fig. 2 Module Performance Comparison (Mean +/- Standard Deviation)

e Accuracy: The YOLOvV8 Object Detector achieves the highest overall precision at 96.4% due to deep spatial
feature extraction, followed by Pose Tracking (93.1%) and Gaze Vector Analysis (91.8%b).

e Latency: Gaze analysis runs the fastest at 9 ms, leveraging lightweight eye-aspect landmarks. Pose tracking
averages 12 ms, while object detection requires 18 ms per frame.

e Conclusion: All modules maintain latency below the 20 ms ceiling needed for fluid real-time streaming (> 30
FPS).

2. Object Detection Confidence Distribution

e Distribution Profile: The confidence scores for true positive detections display a heavy right-skewed
distribution, peaking strongly between 0.85 and 0.95.

e [False Positive Reduction: The sharp drop-off below the 0.70 threshold confirms that the model operates
with minimal uncertainty, preventing ambiguous visual artifacts from triggering false cheat warnings.
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Fig. 3 cheating_detector Object detection confidence distribution
3. Spatial Gaze Deviation Heatmap
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Fig. 4 Threat Monitor Gaze Deviation Anomaly Heatmap

In-Bounds Behavior: Normal candidate focus forms a high-density cluster directly at the center (0°, 0 rad),

representing direct engagement with the screen.

Anomaly Clustering: A statistically significant off-center hotspot appears in the upper-right quadrant (35° —
50° vector angle). This distinct spatial cluster represents persistent glance deviation towards off-screen

material or a secondary monitor.
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4. Alert Dispatching & Rate-Limiting Dynamics
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Fig. 5 Rate-Limited Alert Dispatch Effectiveness (Simulated Attack)

o Raw Anomalies vs. Dispatches: While candidate infraction spikes reach up to 12 violations per minute (blue line),
the actual email dispatches (green line) remain strictly capped at a rate limit of 2 alerts per minute.

e Throttling Cooldown: The shaded regions highlight the active state of the cooldown logic, proving that system
throttling effectively prevents SMTP network saturation and inbox flooding during sustained cheating attempts.

5. End-to-End Latency Pipeline Breakdown
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Fig. 6 System Latency Decomposition (Module Contribution)

e Primary Overhead: Frame inference in YOLOV8 constitutes ~42% of total runtime, followed by OpenCV video
capture/preprocessing (~25%o).

e Lightweight Logic: Threat logic evaluation, SQLite3 logging, and background alert queuing combined account for
less than 10% of total system overhead.
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6. Resource Consumption vs. Frame Complexity
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Fig. 7 Resource Utilization vs. Frame Complexity

e Linear Correlation: Resource utilization scales linearly with scene complexity. GPU usage (green line) rises
steadily with increased detection bounding boxes, while CPU load (blue line) increases as multi-object tracking logic
executes.

e Operational Threshold: The system remains safely below the 70% critical threshold during standard single-
candidate testing conditions, confirming stability on average host systems.

(AVA CONCLUSION

This paper presented Cheating_detector, a real-time Al-driven automated exam proctoring engine designed to preserve
academic integrity in remote online learning environments. By integrating computer vision algorithms utilizing Python,
OpenCV, and YOLOVS, the system continuously and simultaneously evaluates candidate behavior through object
detection, pose estimation, and gaze tracking. The persistent database architecture built with SQL.ite3 ensures reliable
logging of timestamped incident metadata and snapshot visual evidence. Furthermore, the automated alerting system
using SSL-encrypted smtplib delivers evidence-backed email notifications to administrators while enforcing rate-
limiting logic to prevent notification flooding. Experimental evaluations confirm that the proposed engine achieves real-
time frame rates with low operational latency and high classification accuracy. Future work will focus on integrating
real-time audio anomaly analysis and optimizing the vision pipeline for lightweight edge-computing devices
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