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Abstract: The Quantum Internet has emerged as a promising paradigm for next-generation communication systems by
enabling secure transmission, distributed quantum computing, and intelligent networking beyond the capabilities of
conventional communication technologies. This review presents a comprehensive analysis of Quantum Internet
technologies, focusing on their communication principles, network infrastructure, security mechanisms, and application
domains. A structured taxonomy is proposed to classify the major technological components, followed by a
comparative analysis of key quantum communication protocols and supporting network architectures. The paper further
examines important application areas, including secure communications, financial services, healthcare, smart grids,
cloud computing, and the Internet of Things. In addition, critical challenges such as scalability, quantum repeaters,
quantum memory, interoperability, and standardization are discussed along with emerging research trends and future
development opportunities. By synthesizing recent advances, identifying existing research gaps, and presenting a future
research roadmap, this review provides valuable insights into the evolution of Quantum Internet technologies and their
potential to realize secure, scalable, and intelligent next-generation communication systems.
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I. INTRODUCTION

Quantum communication has emerged as a transformative technology that utilizes the principles of quantum mechanics
to enable secure and efficient information exchange. Unlike conventional communication systems, which represent
information using classical bits, quantum communication employs quantum bits (qubits) that exploit superposition and
entanglement to achieve capabilities beyond those of classical networks. These unique characteristics enable
applications such as Quantum Key Distribution (QKD), distributed quantum computing, quantum sensing, and secure
data transmission. [1][2]

The rapid advancement of quantum information science has accelerated the development of the Quantum Internet (Ql),
an emerging communication paradigm that interconnects geographically distributed quantum devices through quantum
and classical communication channels. Rather than replacing the existing Internet infrastructure, the Quantum Internet
is expected to complement conventional networks by enabling secure communication, distributed quantum processing,
and intelligent network services that are not feasible using classical technologies alone.[2][3]

Despite remarkable progress in quantum networking, several technical challenges continue to limit practical
deployment. Quantum decoherence, transmission losses, limited quantum memory, entanglement distribution,
interoperability, and the absence of scalable network architectures remain significant research challenges. Addressing
these issues is essential for realizing reliable, secure, and large-scale quantum communication systems capable of
supporting future communication infrastructures.[2][3]

Motivated by these developments, this review presents a comprehensive study of Quantum Internet technologies for
next-generation communication systems. The paper proposes a structured taxonomy of Quantum Internet technologies,
provides a comparative analysis of major communication protocols and network architectures, identifies key research
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gaps, and discusses emerging trends together with a future research roadmap. The objective is to provide researchers
and practitioners with a systematic understanding of the current state of the art and future directions in secure quantum
networking.

1. WHATISAQUANTUM INTERNET?

The Quantum Internet (QI) is an emerging communication paradigm that enables the transmission, storage, and
processing of quantum information among geographically distributed quantum devices through interconnected quantum
networks. Unlike the classical Internet, which exchanges information using binary bits, the Quantum Internet employs
guantum bits (qubits) that exploit the principles of superposition and entanglement. These quantum properties
enable functionalities such as ultra-secure communication, quantum state transfer, distributed quantum computing, and
high-precision quantum sensing, which cannot be achieved using conventional communication networks.[3][4]

The Quantum Internet is designed to operate alongside the existing Internet rather than replace it. In a hybrid
communication architecture, classical channels are responsible for network control, synchronization, and signalling,
while quantum channels transmit qubits and distribute entangled quantum states between remote nodes. This
integration combines the reliability of classical communication with the unique capabilities of quantum information
processing, enabling the development of secure and intelligent communication services.[4][5]

A typical Quantum Internet consists of quantum processors, quantum memories, quantum repeaters, quantum routers,
and quantum communication channels connected through optical fibre or free-space links. Quantum repeaters extend
communication distances by overcoming photon loss and decoherence, while quantum memories temporarily store
quantum states to support reliable entanglement distribution across the network. Together, these components establish
the infrastructure required for scalable quantum networking.[3]-[5]

The practical realization of the Quantum Internet has been accelerated by advances in Quantum Key
Distribution (QKD), satellite-based quantum communication, quantum repeaters, and metropolitan-scale quantum
network testbeds. However, several technical challenges remain, including decoherence, transmission losses, limited
guantum memory, interoperability among heterogeneous quantum devices, and the absence of universally accepted
networking standards. Addressing these challenges is essential for developing secure, scalable, and globally
interconnected quantum communication networks capable of supporting future next-generation communication
systems.[4]-[6]

I1l. CLASSICAL COMPUTING VERSUS QUANTUM COMPUTING

Quantum computing represents a significant advancement over conventional computing by utilizing the principles of
quantum mechanics to process information. While classical computing has been the foundation of modern digital
systems for several decades, it faces limitations in solving highly complex computational problems within practical
time constraints. Quantum computing addresses these challenges by exploiting quantum phenomena such as
superposition, entanglement, and quantum interference, enabling new computational capabilities that support secure
communication, optimization, cryptography, and scientific simulations. [7][8]

A. Classical Computing:

Classical computing is based on the manipulation of binary digits (bits), where each bit exists in one of two possible
states: 0 or 1. Information is processed through deterministic logic operations using electronic circuits and Boolean
algebra. Classical processors execute instructions sequentially or in parallel using multiple processing cores while
maintaining deterministic computational behaviour. This architecture has enabled the widespread development of
computers, mobile devices, cloud computing platforms, and communication networks.

Although classical computers perform efficiently for general-purpose applications, they encounter significant
computational limitations when solving large-scale optimization problems, molecular simulations, cryptographic
analysis, and other problems with exponentially growing computational complexity. These limitations have motivated
the exploration of quantum computing as a complementary computing paradigm.
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B. Quantum Computing :

Quantum computing processes information using quantum bits (qubits), which differ fundamentally from classical
bits. A qubit can exist in a superposition of multiple states until it is measured, allowing quantum systems to represent
and process information in ways that are impossible for classical computers. In addition, qubits can become entangled,
enabling strong correlations between distant quantum particles that enhance computational efficiency for specific
applications.

Quantum computers perform computations by manipulating quantum states through quantum gates rather than
conventional Boolean logic gates. By exploiting superposition, entanglement, and quantum interference, quantum
algorithms can solve selected computational problems significantly faster than classical algorithms. These capabilities
have stimulated extensive research in areas such as quantum cryptography, machine learning, optimization, materials
science, pharmaceutical discovery, and distributed quantum computing. Although large-scale fault-tolerant quantum
computers are still under development, recent advances indicate considerable progress toward practical quantum
computing systems capable of supporting future Quantum Internet infrastructures.

C. Comparison of Classical and Quantum Computing :

Classical and quantum computing differ in their methods of information representation, processing mechanisms,
computational capabilities, and application domains. Classical systems remain the preferred choice for everyday
computing tasks due to their maturity, reliability, and scalability. In contrast, quantum computers are designed to solve
specialized computational problems where quantum mechanical effects provide significant advantages. Consequently,
future communication systems are expected to integrate classical and quantum computing technologies, combining the
strengths of both paradigms to support secure, intelligent, and high-performance network applications.

TABLE | CoMPARISON OF CLASSICAL AND QUANTUM COMPUTING

Sr.No. Feature Classical Computing Quantum Computing
1 Information Unit Bit Qubit
2. Possible States Oorl 0, 1, or Superposition
3. Processing Principle Boolean Logic Quantum Mechanics
4. State at a Time Only one definite state Multiple probability states simultaneously
3. Memory RAM Quantum Memory
6. Computational Style Deterministic Probabilistic
7. Information Sequential or conventional Quantum parallelism through
Processing parallel processing superposition
8. Error Characteristics Relatively stable Sensitive to decoherence and
environmental noise
9. Computational Capability| Efficient for general-purpose | Provides advantage for selected
computing computational problems
10. Typical Applications Personal computers, Quantum cryptography,
servers, mobile devices, guantum simulation, optimization,
cloud computing guantum machine learning, distributed
guantum computing
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Fig. 2. Visual comparison of a classical bit and a quantum bit (qubit), illustrating information representation, state
superposition, measurement, and key characteristics used in classical and quantum computing.

IV. TAXONOMY OF QUANTUM INTERNET TECHNOLOGIES

Proposed Taxonomy Of Quantum Internet Technologies:

The rapid evolution of Quantum Internet technologies has resulted in the development of diverse communication
protocols, networking components, security mechanisms, computing paradigms, and application frameworks. Although
these technologies have been extensively studied in the literature, they are often presented independently without a
unified organizational framework. To address this limitation, this review proposes a functional taxonomy of
Quantum Internet technologies that systematically classifies the major technological domains involved in the
realization of next-generation quantum communication systems.[4][5]

As illustrated in Fig. 3, the proposed taxonomy categorizes Quantum Internet technologies into six major domains: (i)
Quantum Communication Technologies, (ii) Quantum Network Infrastructure, (iii) Quantum Security
Technologies, (iv) Quantum Computing Integration, (v) Application Domains, and (vi) Emerging Technologies
and Future Directions. This classification provides a structured perspective on the relationships among enabling
technologies, facilitates comparative analysis, identifies existing research gaps, and supports the development of secure,
scalable, and interoperable Quantum Internet architectures.[5][6][29]

A. Quantum Communication Technologies :

Quantum communication technologies constitute the core communication layer of the Quantum Internet by enabling
the transmission and processing of quantum information among distributed quantum nodes. These technologies exploit
the principles of gquantum mechanics, including superposition and entanglement, to achieve secure information
exchange and reliable quantum state transfer. The major communication technologies include Quantum Key
Distribution (QKD), Quantum Teleportation, Entanglement Distribution, Quantum Dense Coding, and
Quantum State Transfer, which collectively provide the foundation for secure quantum networking.[7][8]

B. Quantum Network Infrastructure :

A reliable Quantum Internet requires specialized networking infrastructure capable of generating, storing, transmitting,
and routing quantum information across geographically distributed networks. Key infrastructure components include
guantum repeaters, quantum memories, quantum routers, guantum switches, optical fibre channels, free-space
optical links, and satellite-based quantum communication systems. These components address fundamental
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challenges such as photon loss, decoherence, synchronization, and long-distance entanglement distribution, enabling
scalable quantum networking.[9][10]

C. Quantum Security Technologies :

Security is one of the primary motivations for developing Quantum Internet architectures. Unlike classical security
mechanisms, quantum security technologies derive their protection from the fundamental laws of quantum mechanics
rather than computational complexity. Major technologies include BB84, E91, Measurement-Device-Independent
Quantum Key Distribution (MDI-QKD), Device-Independent Quantum Key Distribution (DI-QKD), and Post-
Quantum Cryptography (PQC). These techniques enhance communication security while providing resilience
against future quantum-enabled cyber threats.[7][8][9][14]

D. Quantum Computing Integration

The Quantum Internet extends beyond secure communication by enabling collaborative quantum information
processing across interconnected quantum computing platforms. Distributed quantum computing, quantum cloud
computing, quantum edge computing, blind quantum computing, and quantum resource sharing represent
important technologies that facilitate remote quantum computation and efficient utilization of distributed quantum
resources. Their integration is expected to significantly enhance computational capability for complex scientific and
industrial applications.

E. Application Domains

The Quantum Internet has the potential to transform numerous sectors requiring secure communication and high-
performance information processing. Major application domains include government and defence communication,
financial transaction security, healthcare data protection, smart grid communication, Industrial Internet of
Things (l10T), autonomous transportation systems, space communication, and future 6G communication
networks. These applications demonstrate the broad impact of quantum networking across critical infrastructures and
emerging digital ecosystems.

F. Emerging Technologies and Future Directions

Rapid advances in quantum information science continue to expand the capabilities of Quantum Internet technologies.
Emerging research areas include Al-assisted quantum networking, machine learning for quantum network
optimization, satellite-based global quantum Internet, quantum blockchain, hybrid classical-quantum
networking, quantum network virtualization, quantum digital twins, and integrated Quantum-6G
communication systems. These developments are expected to improve network intelligence, scalability,
interoperability, and resilience, thereby accelerating the deployment of practical Quantum Internet
infrastructures.[10][11][34]
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TAXONOMY OF QUANTUM INTERNET TECHNOLOGIES
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Fig. 3. Proposed taxonomy of Quantum Internet technologies showing the functional classification of enabling

technologies into Quantum Communication Technologies, Quantum Network Infrastructure, Quantum Security

Technologies, Quantum Computing Integration, Application Domains, and Emerging Technologies and Future
Directions.

V. COMPARATIVE ANALYSIS OF QUANTUM COMMUNICATION PROTOCOLS

Quantum communication protocols constitute the fundamental building blocks of the Quantum Internet by enabling
secure transmission of cryptographic keys and quantum information between geographically distributed nodes. Unlike
classical cryptographic techniques, whose security relies on computational complexity, quantum communication
protocols derive their security directly from the fundamental principles of quantum mechanics, including the
uncertainty principle, quantum superposition, entanglement, and the no-cloning theorem [11]-[15]. These physical
principles ensure that any eavesdropping attempt inevitably disturbs the transmitted quantum states, thereby allowing
legitimate users to detect malicious activities [12], [16].

Over the past four decades, several quantum communication protocols have been proposed to improve communication
security, transmission efficiency, implementation feasibility, and resilience against sophisticated cyberattacks. Among
these, BB84, B92, E91, SARG04, Measurement-Device-Independent Quantum Key Distribution (MDI-QKD),
Device-Independent Quantum Key Distribution (DI-QKD), and Twin-Field Quantum Key Distribution (TF-
QKD) represent significant milestones in the evolution of secure quantum communications [7], [11]-[16]. Each
protocol differs in its operating principle, hardware requirements, achievable communication distance, resistance to
implementation attacks, and suitability for practical Quantum Internet deployment.

The continuous development of these protocols reflects the transition from theoretical quantum cryptography toward
scalable and practical quantum networking. Earlier protocols primarily focused on demonstrating unconditional
security, whereas recent protocols address practical challenges such as detector vulnerabilities, long-distance
communication, interoperability, and deployment in heterogeneous network environments [13]-[16]. Consequently,
selecting an appropriate quantum communication protocol depends on application-specific requirements including
security level, communication range, implementation complexity, network scalability, and deployment
cost.[20][31][33]

To facilitate a comprehensive understanding of current Quantum Internet technologies, this section presents a
comparative analysis of the most widely adopted quantum communication protocols. The analysis highlights their
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working principles, advantages, limitations, implementation requirements, and suitability for next-generation secure
communication systems. This comparison also identifies existing research challenges and provides insights into future
protocol development for large-scale Quantum Internet infrastructures.[32]

A. BB84 ProTOCOL

Introduced by Bennett and Brassard in 1984, the BB84 protocol established the first practical framework for Quantum
Key Distribution (QKD) and remains the benchmark for secure quantum communication. Unlike classical key
exchange methods that rely on computational assumptions, BB84 achieves security through the inherent properties of
quantum mechanics, making unauthorized interception theoretically detectable [7].

The protocol operates by transmitting randomly generated bits encoded into non-orthogonal quantum states. Alice
prepares each photon using one of two polarization bases, while Bob independently performs measurements using
randomly selected bases. After quantum transmission, both parties disclose only the measurement bases through an
authenticated classical channel and retain the outcomes corresponding to matching bases, forming the sifted key [9],
[13].

The robustness of BB84 originates from the inability to measure or duplicate an unknown quantum state without
disturbing it. Consequently, any eavesdropping attempt increases the Quantum Bit Error Rate (QBER), enabling
Alice and Bob to verify the security of the communication channel before generating the final secret key through error
correction and privacy amplification [7]-[15].

Although BB84 has demonstrated strong theoretical and experimental performance, practical implementations are
influenced by device imperfections, photon losses, and detector-based attacks. Recent improvements, including decoy-
state methods and enhanced single-photon technologies, have significantly strengthened its practicality, making BB84
one of the most widely deployed protocols for fibre-optic and free-space quantum communication networks [19][20].

Advantages
e  Strong information-theoretic security.
e  Mature protocol with extensive experimental validation.
e Efficient detection of eavesdropping.
e  Suitable for practical QKD deployments.

Limitations

e Performance affected by channel losses and hardware imperfections.
e Requires authenticated classical communication.
e  Sensitive to implementation-specific side-channel attacks.

B. B92 PrRoTOCOL

The B92 protocol, proposed by Charles H. Bennett in 1992, is a simplified version of the BB84 protocol that employs
only two non-orthogonal quantum states for secure key distribution instead of four polarization states. This reduction
simplifies the encoding process and decreases hardware complexity, making the protocol attractive for practical
quantum communication systems [7].

In the B92 protocol, Alice transmits photons encoded using two non-orthogonal states, while Bob performs
measurements to determine the transmitted bit. Since non-orthogonal quantum states cannot be perfectly distinguished,
any eavesdropping attempt inevitably disturbs the transmitted qubits, introducing detectable errors. After transmission,
Alice and Bob communicate over an authenticated classical channel to discard inconclusive measurements and
establish a shared secret key [7][10].

Compared with BB84, B92 offers a simpler implementation with fewer quantum states and reduced system complexity.
However, its reliance on only two non-orthogonal states makes it more vulnerable to channel noise, photon losses, and
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certain intercept-resend attacks, resulting in lower key generation efficiency under practical conditions. Consequently,
B92 is primarily considered suitable for short-distance quantum communication and educational implementations
rather than large-scale Quantum Internet deployment [13][14].

Advantages

e  Simple protocol using only two quantum states.
e  Lower hardware and implementation complexity.
e  Provides quantum-secure key distribution based on non-orthogonal state encoding.

Limitations

e Lower key generation efficiency than BB84.
e More sensitive to channel noise and photon loss.
e Limited suitability for long-distance and large-scale quantum networks.

C. E91 ProTOCOL

The E91 protocol, introduced by Artur K. Ekert in 1991, is an entanglement-based Quantum Key Distribution (QKD)
protocol that utilizes the principles of quantum entanglement and Bell's theorem to establish secure cryptographic keys.
Unlike BB84 and B92, which rely on the preparation and transmission of individual quantum states, E91 distributes
pairs of entangled photons between two communicating parties, ensuring that their measurement outcomes remain
strongly correlated [12].

In the E91 protocol, an entangled photon source generates photon pairs and sends one photon to Alice and the other to
Bob. Both users independently measure their photons using randomly selected measurement bases. After the
transmission, they compare only their measurement settings through an authenticated classical channel while keeping
the measurement results confidential. The security of the protocol is verified by testing the violation of Bell's
inequalities, which confirms the presence of quantum entanglement and detects any eavesdropping attempt [13], [16].

The E91 protocol offers stronger theoretical security because it is based on quantum nonlocality rather than the
transmission of prepared quantum states. However, its practical implementation requires high-quality entangled photon
sources, efficient detectors, and precise synchronization, making the system more complex than prepare-and-measure
protocols. Despite these challenges, E91 has become a significant foundation for advanced quantum networking and
future Quantum Internet architectures [14][15].

Advantages

e  Provides strong security based on quantum entanglement and Bell's theorem.
e Detects eavesdropping through Bell inequality verification.
e Well suited for future entanglement-based quantum networks.

Limitations

e Requires high-quality entangled photon sources.
o Higher implementation complexity and cost.
e Sensitive to photon loss and detector inefficiencies.

D. SARG04 ProTOCOL

The SARGO04 protocol, proposed by Scarani, Acin, Ribordy, and Gisin in 2004, is an enhanced version of the BB84
protocol designed to improve security against Photon Number Splitting (PNS) attacks, which arise when weak
coherent light sources are used instead of ideal single-photon emitters. Although SARG04 employs the same four
quantum states as BB84, it differs in the classical post-processing procedure, thereby providing improved resilience
against practical implementation attacks [10].
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In the SARGO04 protocol, Alice encodes information using four polarization states, while Bob performs measurements
using randomly selected bases. Instead of revealing the measurement bases during public communication, Alice
announces a pair of non-orthogonal states, allowing Bob to determine the transmitted bit only when his measurement
result is conclusive. This modified reconciliation process makes it more difficult for an eavesdropper to exploit multi-
photon pulses, thereby enhancing communication security [10], [13].

Compared with BB84, SARG04 provides better protection against PNS attacks in practical optical communication
systems. However, the protocol generally produces a lower secret key generation rate due to a higher number of
inconclusive measurements. Despite this limitation, SARG04 remains an important advancement in practical quantum
cryptography and has contributed significantly to the development of secure Quantum Key Distribution systems for
real-world applications [13], [15].

Advantages

e Improved resistance to photon-number-splitting attacks.
e  Uses the same quantum states as BB84 with modified post-processing.
e  Suitable for practical QKD systems using weak coherent pulses.

Limitations

e  Lower secret key generation rate than BB84.
e Increased number of inconclusive measurement outcomes.
e Requires more complex classical reconciliation.

E. MEASUREMENT-DEVICE-INDEPENDENT QUANTUM KEY DISTRIBUTION (MDI-QKD)

Measurement-Device-Independent Quantum Key Distribution (MDI-QKD), proposed by Lo, Curty, and Qi in
2012, was developed to eliminate security vulnerabilities associated with imperfect measurement devices. Unlike
conventional QKD protocols, where detector imperfections can be exploited through side-channel attacks, MDI-QKD
ensures security even when the measurement unit is untrusted. This feature makes it one of the most secure practical
QKD protocols for next-generation quantum communication systems [14].

In the MDI-QKD protocol, both Alice and Bob independently prepare quantum states and transmit them to an
intermediate measurement node, commonly referred to as Charlie. Charlie performs a Bell State Measurement
(BSM) and publicly announces the measurement outcome without obtaining any information about the secret key.
Using this information and an authenticated classical channel, Alice and Bob generate a shared secret key while
maintaining communication security even if Charlie or the measurement devices are compromised [10][17].

MDI-QKD effectively overcomes detector side-channel attacks and significantly enhances the practical security of
QKD systems. However, its implementation requires precise synchronization, high-visibility quantum interference, and
stable optical channels, increasing system complexity and reducing key generation rates compared with BB84. Despite
these challenges, MDI-QKD is widely recognized as a promising solution for secure metropolitan quantum networks
and future Quantum Internet infrastructures [15][16].

Advantages

e Eliminates detector side-channel attacks.
e Maintains security even with untrusted measurement devices.
o Highly suitable for practical quantum communication networks.

Limitations

e Requires precise synchronization and Bell state measurements.
o Higher implementation complexity than BB84.
o  Lower secret key generation rate due to interference requirements.
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F. DEVICE-INDEPENDENT QUANTUM KEY DISTRIBUTION (DI-QKD)

Device-Independent Quantum Key Distribution (DI-QKD) is an advanced QKD protocol that provides security
without requiring the communicating parties to trust the internal operation of their quantum devices. Proposed through
the concept of device-independent quantum cryptography, the protocol relies on the violation of Bell's inequalities
to guarantee secure key generation, even when the quantum devices may be imperfect or partially controlled by an
adversary [17].

In DI-QKD, Alice and Bob perform measurements on entangled quantum states using independent quantum devices.
Instead of assuming that the devices function correctly, the protocol verifies security by observing nonlocal quantum
correlations through Bell inequality tests. A successful violation confirms the presence of genuine quantum
entanglement and ensures that no unauthorized party has obtained useful information about the generated key [14],
[17].

DI-QKD offers the highest level of theoretical security among existing QKD protocols by removing trust assumptions
on both the source and measurement devices. However, practical implementation remains highly challenging due to the
need for high-efficiency detectors, low transmission losses, and loophole-free Bell tests. Consequently, DI-QKD is
currently limited to experimental demonstrations but is considered a promising candidate for future Quantum Internet
applications requiring maximum security [14] [15].

Advantages

e  Provides security without trusting quantum devices.
o Eliminates both source and detector-related vulnerabilities.
o  Offers the highest level of theoretical security.

Limitations

o Extremely difficult to implement with current technology.
e Requires loophole-free Bell inequality tests.
o Lower key generation efficiency and higher experimental complexity.

G. TWIN-FIELD QUANTUM KEY DISTRIBUTION (TF-QKD)

Twin-Field Quantum Key Distribution (TF-QKD), proposed by Lucamarini et al. in 2018, is a significant
advancement in quantum cryptography that addresses one of the major limitations of conventional QKD protocols—
the communication distance. By employing single-photon interference at a central measurement station, TF-QKD can
surpass the fundamental rate—distance limit of traditional point-to-point QKD systems without requiring quantum
repeaters [16].

In TF-QKD, Alice and Bob independently prepare weak coherent optical pulses and transmit them to a central
untrusted node (Charlie). Charlie performs interference measurements and publicly announces the results, enabling
Alice and Bob to establish a shared secret key through authenticated classical communication. Since the secret key is
generated without revealing the encoded information, the protocol maintains strong security while supporting long-
distance quantum communication [15][16].

Compared with earlier QKD protocols, TF-QKD significantly extends the achievable communication range and
improves key distribution efficiency over long optical fibre links. However, its practical implementation requires
precise phase stabilization, accurate synchronization, and high interference visibility, increasing system complexity.
Despite these challenges, TF-QKD is widely regarded as a promising technology for large-scale Quantum Internet
infrastructure and future long-distance quantum communication networks [11], [12].

Advantages

e  Extends communication distance beyond conventional QKD limits.
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e Does not require quantum repeaters.
e Suitable for long-distance optical fibre quantum networks.

Limitations

e Requires precise phase synchronization and interference control.
o Higher implementation complexity than conventional QKD protocols.
e Performance is sensitive to environmental disturbances.

H. COMPARATIVE ANALYSIS OF QUANTUM COMMUNICATION PROTOCOLS

The evolution of Quantum Key Distribution (QKD) protocols reflects the continuous effort to improve communication
security, implementation feasibility, and transmission distance. Early protocols such as BB84, B92, and E91
established the theoretical foundations of quantum cryptography by exploiting quantum uncertainty and entanglement
for secure key exchange. Subsequent protocols, including SARG04, MDI-QKD, DI-QKD, and TF-QKD, were
developed to address practical challenges such as photon-number-splitting attacks, detector side-channel vulnerabilities,
and the distance limitations of conventional QKD systems [10]-[17].

Among these protocols, BB84 remains the most widely implemented due to its simplicity and proven security. B92
reduces implementation complexity but offers lower key generation efficiency. E91 and DI-QKD provide stronger
theoretical security through quantum entanglement and Bell inequality verification, although their practical realization
remains challenging. SARGO04 enhances resistance to practical attacks, while MDI-QKD eliminates detector side-
channel vulnerabilities, making it highly suitable for secure real-world deployment. TF-QKD represents the latest
advancement by significantly extending secure communication distances without requiring quantum repeaters, making
it a promising candidate for future large-scale Quantum Internet infrastructures [12]-[17].

Overall, the selection of a QKD protocol depends on application requirements, communication distance,
implementation complexity, and security objectives. While no single protocol is optimal for all scenarios, recent
developments indicate a clear trend toward scalable, device-independent, and long-distance quantum communication
systems that can support the emerging Quantum Internet.[31][32]

TABLE II. COMPARATIVE ANALYSIS OF QUANTUM COMMUNICATION PROTOCOLS

Working . . Major Lo Typical
Protocol Year Principle Security Basis Advantages Limitations Applications
BB84 Prepare-and- Non Simple, Detector Fibre-optic and
1984 | measure orthogonal mature, widely | attacks, limited free-space QKD
quantum states | implemented distance
Two non- Quantum Low hardware Lower Short-distance
B92 1992 | orthogonal uncertainty complexity efficiency, noise | QKD
states sensitive
Entanglement- | Bell's theorem Strong Complex Quantum
E91 1991 | based QKD theoretical implementation networks,
security distributed QKD
Modified Resistance to Improved Lower key Practical optical
SARG04 2004 BB84 PNS attacks practical generation rate QKD
reconciliation security
Bell state Detector- Eliminates High Metropolitan
MDI - 2012 | measurement independent detector side- synchronization | quantum
QKD at un-trusted security channel attacks | requirements networks
node
DI-QKD Bell Device- Maximum Experimental High-security
2007 | inequality independent theoretical complexity guantum
verification security security communication
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TF-QKD
2018

Single-photon
interference

Long-distance
secure key
distribution

Surpasses rate—
distance limit

Complex phase
stabilization

Long-distance
fibre quantum
networks

VI. COMPARATIVE ANALYSIS OF QUANTUM NETWORK ARCHITECTURES
Introduction

Quantum network architectures establish the communication framework required for the exchange of quantum
information among geographically distributed quantum devices. By exploiting quantum phenomena such as
entanglement, superposition, and quantum teleportation, these architectures enable secure communication,
distributed quantum computing, and advanced quantum networking capabilities that are not achievable using
conventional communication systems [17], [18], [20].

Recent research has proposed multiple network architectures to overcome the practical challenges associated with
large-scale quantum communication. Prominent approaches include fiber-based networks, satellite-based networks,
hybrid quantum networks, entanglement-based networks, and quantum repeater networks. These architectures
differ in their transmission medium, communication range, scalability, and resource requirements while addressing
issues such as photon loss, decoherence, synchronization, and efficient management of quantum resources [17]-[21].

A systematic comparison of these architectures is essential for understanding their suitability in different deployment
scenarios. Therefore, this section evaluates the major quantum network architectures based on their operating
principles, infrastructure requirements, communication range, implementation complexity, advantages, limitations, and
potential application domains. Such an analysis provides a foundation for identifying the most appropriate architecture
for future scalable and secure Quantum Internet infrastructures [18]-[24][32][33][35]

A. FIBER-BASED QUANTUM NETWORKS:

Fiber-based quantum networks are the most mature and widely deployed architecture for quantum communication.
They utilize optical fiber channels to transmit quantum states, enabling secure information exchange between
distributed users. Owing to their compatibility with existing fiber-optic communication infrastructure, these networks
have become the preferred platform for implementing Quantum Key Distribution (QKD) in metropolitan and regional
communication systems [17], [18].

In a typical fiber-based quantum network, quantum information is transmitted through optical fibers using single
photons or entangled photon pairs. The communication performance depends on factors such as fiber attenuation,
decoherence, and transmission distance. To improve network reliability and extend communication range, advanced
techniques including wavelength multiplexing, quantum error correction, and trusted relay nodes have been
investigated. Recent experimental demonstrations have also integrated fiber-based links with quantum repeaters to
support scalable quantum networking [17], [19], [20].

Although fiber-based networks provide high transmission stability and can leverage existing telecommunication
infrastructure, their performance is limited by photon losses over long distances. Signal attenuation restricts direct
quantum communication to a few hundred kilometres without the use of quantum repeaters. Despite this limitation,
fiber-based architectures remain the leading solution for near-term Quantum Internet deployment due to their
technological maturity, relatively low deployment cost, and successful implementation in commercial QKD systems
[18], [21], [22].

Advantages

e  Compatible with existing optical fiber infrastructure.

e High communication stability and reliability.

e  Mature technology with commercial QKD deployments.
e  Suitable for metropolitan and regional quantum networks.
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Limitations

e Communication distance is limited by fiber attenuation.
e Requires quantum repeaters for long-distance transmission.
o Performance is affected by photon loss and environmental noise.

B. SATELLITE-BASED QUANTUM NETWORKS:

Satellite-based quantum networks extend secure quantum communication beyond the distance limitations of terrestrial
optical fiber systems. By employing low-Earth orbit (LEO) or geostationary satellites as trusted or untrusted relay
nodes, these networks enable the distribution of quantum states over thousands of kilometres, making global Quantum
Internet connectivity feasible. Their ability to connect geographically separated ground stations has made satellite-
based quantum communication a key research area for large-scale quantum networking [17], [19], [20].

In this architecture, quantum information is transmitted between satellites and ground stations through free-space
optical links using single photons or entangled photon pairs. Compared with fiber-based transmission, free-space
propagation experiences considerably lower attenuation over long distances, resulting in improved communication
range. Recent experimental demonstrations have validated satellite-assisted Quantum Key Distribution (QKD),
quantum teleportation, and entanglement distribution, highlighting the potential of this architecture for
global quantum communication [17], [20], [21].

Despite their exceptional communication range, satellite-based quantum networks face several practical challenges,
including atmospheric turbulence, weather dependency, beam alignment, and the high cost of satellite deployment and
maintenance. Nevertheless, their capability to establish secure intercontinental quantum links makes them an essential
component of future Quantum Internet infrastructures and worldwide quantum communication services [18], [19], [22].

Advantages

e Enables global and long-distance quantum communication.

e  Lower transmission loss than optical fiber over large distances.
e  Supports intercontinental Quantum Key Distribution.

e Suitable for large-scale Quantum Internet deployment.

Limitations

e High deployment and maintenance cost.
e Performance affected by atmospheric conditions and weather.
e Requires accurate tracking, synchronization, and beam alignment.

C. HYBRID QUANTUM NETWORKS:

Hybrid quantum networks integrate multiple communication technologies, such as optical fiber, satellite links, and
free-space optical communication, to overcome the limitations of individual network architectures. By combining the
strengths of different transmission media, hybrid networks improve communication range, reliability, and scalability
while supporting seamless quantum information exchange across heterogeneous environments. This integrated
approach is considered a promising solution for realizing a practical and large-scale Quantum Internet [17], [19], [20].

In a hybrid architecture, short- and medium-distance communication is typically achieved through fiber-optic networks,
whereas satellite or free-space links are employed for long-distance connectivity. Intelligent network management
enables efficient routing of quantum information across different communication channels, ensuring secure
transmission while minimizing the effects of photon loss and channel impairments. Recent studies have demonstrated
that hybrid architectures can significantly enhance network flexibility and support interconnection between
geographically distributed quantum nodes [18], [20], [21].

© JIREEICE This work is licensed under a Creative Commons Attribution 4.0 International License 117


https://ijireeice.com
https://ijireeice.com/

IJIREEICE ISSN (O) 2321-2004, ISSN (P) 2321-5526

International Journal of Innovative Research in Electrical, Electronics, Instrumentation and Control Engineering
Impact Factor 8.021 :: Peer-reviewed & Refereed journal :: Vol. 14, Issue 7, July 2026
DOI: 10.17148/1JIREEICE.2026.14712

Although hybrid quantum networks provide greater communication coverage and improved resilience than standalone
architectures, they require interoperability among diverse quantum devices, communication protocols, and
synchronization mechanisms. The integration of multiple technologies also increases deployment complexity and
operational cost. Nevertheless, hybrid architectures are widely regarded as a practical pathway toward scalable, secure,
and globally connected Quantum Internet infrastructures [19]-[22].

Advantages

e Combines the strengths of fiber, satellite, and free-space communication.
e Provides improved scalability, flexibility, and communication coverage.

e  Supports seamless connectivity across heterogeneous quantum networks.
e Suitable for large-scale Quantum Internet deployment.

Limitations

e High implementation and integration complexity.
e Requires interoperability among diverse quantum technologies.
e Increased deployment and maintenance costs.

D. ENTANGLEMENT-BASED QUANTUM NETWORKS:

Entanglement-based quantum networks utilize shared entangled quantum states as the fundamental resource for
communication, distributed computing, and quantum information processing. Instead of transmitting classical
information directly, these networks distribute entangled photon pairs among remote nodes, enabling quantum
correlations that remain preserved regardless of the physical separation between users. Such architectures form the
foundation for advanced Quantum Internet functionalities, including quantum teleportation, distributed quantum
computing, and networked quantum sensing [17], [20], [21].

In an entanglement-based network, a central source or multiple distributed sources generate entangled photon pairs and
deliver them to participating nodes through optical fiber or free-space channels. Once entanglement is established,
quantum information can be transferred using teleportation protocols while classical communication is employed for
coordination and measurement reconciliation. The network performance depends heavily on the fidelity of entangled
states, synchronization accuracy, and the efficiency of entanglement distribution mechanisms [18], [20], [21].

A major advantage of this architecture is its strong theoretical security and its ability to support quantum operations that
are impossible in purely classical networks. However, maintaining high-fidelity entanglement over long distances is
technically challenging due to decoherence, photon loss, and limited quantum memory capabilities. Consequently,
practical large-scale entanglement-based networks often require quantum repeaters and advanced error management
techniques to achieve reliable operation [17], [19], [22].

Advantages
e  Supports quantum teleportation and distributed quantum computing.
e  Provides strong security through quantum entanglement.

o Enables advanced Quantum Internet services beyond classical networking.

Limitations

o Difficult to maintain high-fidelity entanglement over long distances.
e Requires efficient quantum memories and synchronization mechanisms.
e  Sensitive to decoherence and photon loss.
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E. QUANTUM REPEATER NETWORKS:

Quantum repeater networks are designed to overcome the distance limitations of direct quantum communication by
extending the range over which quantum information can be transmitted reliably. Unlike classical repeaters, which
amplify signals, quantum repeaters employ entanglement swapping, entanglement purification, and quantum
memory to preserve the integrity of quantum states without violating the no-cloning theorem. These networks are
considered a fundamental building block for realizing large-scale and long-distance Quantum Internet infrastructures
[17], [19], [21].

A typical quantum repeater network consists of intermediate repeater nodes positioned between communicating users.
Each repeater establishes entanglement with adjacent nodes, stores quantum states in quantum memory, and performs
entanglement swapping to create end-to-end entanglement. This approach minimizes the impact of photon attenuation
and decoherence, enabling secure communication over distances that exceed the limits of conventional fiber-based
quantum links [18], [20], [22].

Although quantum repeater networks significantly enhance communication distance and network scalability, their
practical implementation remains challenging due to the need for high-fidelity quantum memories, efficient
entanglement generation, and precise synchronization among repeater nodes. Ongoing advances in quantum hardware
and repeater technologies are expected to improve network performance and facilitate the deployment of future global
Quantum Internet infrastructures [19]-[24].

Advantages

e Extends quantum communication over long distances.

e Reduces the effects of photon loss and decoherence.

e Enables scalable and reliable Quantum Internet deployment.
e  Supports secure end-to-end quantum communication.

Limitations

e Requires advanced quantum memories and repeater hardware.
e High implementation complexity and deployment cost.
e Performance depends on efficient entanglement generation and synchronization.

F. COMPARATIVE ANALYSIS OF QUANTUM NETWORK ARCHITECTURES:

The selection of an appropriate quantum network architecture is critical for achieving secure, scalable, and efficient
guantum communication. Each architecture has been developed to address specific challenges related to
communication distance, infrastructure requirements, scalability, and network reliability. While fiber-based networks
are well suited for metropolitan communication due to their compatibility with existing optical infrastructure, satellite-
based networks enable global connectivity by overcoming the distance limitations of optical fibers. Hybrid quantum
networks combine multiple communication technologies to enhance flexibility and network coverage, whereas
entanglement-based and quantum repeater networks provide the foundation for advanced Quantum Internet
services and long-distance communication [17]-[24].

A comparison of these architectures indicates that no single solution satisfies all Quantum Internet requirements. Fiber-
based networks offer technological maturity but suffer from attenuation over long distances. Satellite-based
architectures provide worldwide coverage but involve high deployment costs and environmental challenges. Hybrid
architectures improve interoperability and scalability, whereas entanglement-based and quantum repeater networks
deliver enhanced security and extended communication distances at the expense of greater implementation complexity.
Consequently, future Quantum Internet infrastructures are expected to integrate multiple architectures to balance
performance, security, scalability, and cost [18]-[24].
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TABLE I11. COMPARATIVE ANALYSIS OF QUANTUM NETWORK ARCHITECTURES

Architecture| Transmission | Communication Major e Typical
Medium Range Advantages Limitations Applications
Mature technology| Signal Metropolitan QKD,
Fiber-Based | Optical fiber Medium compatible attenuation over| secure communication
Network (100-500 km) with existing long distances
infrastructure
Satellite- Free-space Very Long Global High Global QKD,
Based optical links (Global) connectivity, deployment cost,| intercontinental
Network low long-distance | weather communication
attenuation dependency
Hybrid Fiber + Long High scalability, Complex Large-scale
Quantum Satellite + flexible connectivityintegration and | Quantum Internet
Network Free-space management
Entangle Entangled Medium-Long Supports Entanglement Distributed quantum
ment -Based| photon teleportation and | degradation, computing, quantum
Network channels distributed synchronization | sensing
computing issues
Quantum Fiber with Very Long Extends Requires Long-distance
Repeater quantum communication guantum Quantum Internet,
Network repeaters distance, improves| memories and secure backbone
scalability repeater nodes networks

VII. RESEARCH GAPS AND FUTURE RESEARCH ROADMAP

A. Research gaps:

Despite significant advances in quantum communication, several research challenges continue to hinder the realization
of a scalable and globally interconnected Quantum Internet. Existing studies have made substantial progress in
guantum communication protocols, network architectures, and security mechanisms; however, limitations related to
scalability, quantum repeaters, quantum memories, routing, interoperability, standardization, and deployment cost
remain unresolved. Table IV summarizes the major research gaps identified from the reviewed literature and outlines

potential future

research directions that can accelerate the development of practical

infrastructures.[30]-[35]

Quantum Internet

TABLE IV. RESEARCH GAPS AND FUTURE RESEARCH DIRECTIONS

Research Area

Current Status

Research Gap

Future Direction

Quantum Key
Distribution (QKD)

Mature protocols (BB84,
E91, MDI-QKD)

Limited communication
distance and
implementation cost

Twin-Field QKD,
integrated photonic
devices

Fiber-based Quantum
Networks

Reliable for metropolitan
networks

Photon attenuation limits
long-distance
communication

Quantum repeaters and
error correction

Satellite Quantum
Communication

Demonstrated global
QKD

Weather dependence and
high deployment cost

Hybrid satellite—terrestrial
networks

Quantum Repeaters

Experimental
demonstrations

Limited memory lifetime
and low efficiency

Fault-tolerant quantum
repeaters

Distributed Quantum
Computing

Early-stage research

Resource allocation and
synchronization

Scalable quantum cloud
architectures
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Quantum Network
Routing

Basic routing protocols
available

Lack of adaptive routing
and congestion control

Al-assisted quantum
routing

Quantum Network
Standards

Initial RFC and research
frameworks

No universal
interoperability standards

International
standardization

(IETFITU/IEEE)

B. Future Research Roadmap:

Although substantial progress has been made in quantum communication protocols and network architectures, several
technical and practical challenges continue to limit the realization of a large-scale Quantum Internet. A systematic
analysis of the reviewed literature reveals research gaps related to communication distance, scalability, quantum
repeaters, quantum memories, network interoperability, and standardization. Addressing these gaps will guide the
transition from current experimental quantum communication systems to a fully interconnected global Quantum
Internet.

1. CURRENT QKD

Point-to-point Quantum Key Distribution
using optical fibers for secure
communication.

) 2

2. METROPOLITAN NETWORKS
QKD networks deployed across cities

using trusted nodes and fiber
infrastructure.

L 4 )
~
3. QUANTUM REPEATERS
Quantum repeaters extend communication
distance by enabling entanglement
distribution over long ranges.
2

¥

4. SATELLITE QUANTUM INTERNET

Satellites distribute entangled photons and
quantum keys across continents,
enabling global connectivity.

¥

5. HYBRID QUANTUM NETWORKS
Integration of terrestrial and satellite
networks with quantum and classical
communication.

¥

~
6. GLOBAL QUANTUM INTERNET
A fully connected global quantum network
enabling secure communicatiom and
distributed quantum computing worldwide.

J

Figure 4. Future Research Roadmap towards a Global Quantum Internet.

Based on the identified research gaps and recent advances in quantum networking, the expected evolution of Quantum
Internet technologies is illustrated in Fig. 4. The roadmap highlights the progression from current point-to-point
quantum communication systems towards a scalable global Quantum Internet through advances in metropolitan
quantum networks, quantum repeaters, satellite quantum communication, and hybrid quantum-—classical

networking.[24][26]27][29]

VIII. APPLICATIONS OF THE QUANTUM INTERNET

The Quantum Internet is expected to revolutionize communication by enabling fundamentally secure information
exchange and supporting advanced quantum technologies. Unlike the classical Internet, which transmits classical bits,
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the Quantum Internet transmits quantum bits (qubits), enabling applications that are impossible or highly inefficient
with conventional communication systems [1]-[5].

A. Ultra-Secure Communication

One of the most significant applications of the Quantum Internet is ultra-secure communication through Quantum Key
Distribution (QKD). QKD enables two parties to generate a shared secret encryption key based on the principles of
quantum mechanics. Any attempt by an eavesdropper to intercept the transmitted quantum states disturbs them, making
the intrusion immediately detectable [7], [9]-[12], [18]. This provides information-theoretic security rather than relying
solely on computational assumptions.

Governments, military organizations, financial institutions, and healthcare providers can use QKD to protect highly
sensitive data against both classical and future quantum computer attacks [9], [10], [18].

B. Distributed Quantum Computing

The Quantum Internet enables geographically separated quantum computers to operate collaboratively as a unified
quantum system. By connecting multiple quantum processors through quantum entanglement, computational resources
can be shared efficiently [2]-[6], [17], [19].

Distributed quantum computing is expected to accelerate research in optimization, cryptography, artificial intelligence,
materials science, and drug discovery by overcoming the scalability limitations of individual quantum processors [4]-

[6], [17].
C. Quantum Cloud Computing

Quantum cloud computing allows users to securely access remote quantum computers without owning expensive
quantum hardware. The Quantum Internet provides secure communication channels between users and cloud-based
quantum processors, facilitating reliable execution of quantum algorithms [2]-[5].

Secure quantum cloud services are expected to support scientific simulations, machine learning, financial modelling,
and large-scale optimization while ensuring data confidentiality [2], [4], [5].

D. Secure Financial Transactions

Financial institutions require highly secure communication channels for online banking, digital payments, stock
exchanges, and interbank transactions. Quantum key distribution enables secure encryption key generation, protecting
confidential financial information from interception [9], [10], [18].

With the emergence of quantum computers capable of compromising traditional public-key cryptography, quantum-
secure communication will become increasingly important for protecting financial infrastructures [6], [18].

E. Healthcare and Medical Data Security

Healthcare organizations manage highly sensitive patient records, diagnostic reports, and genomic information.
Quantum communication enables secure transfer of medical data between hospitals, laboratories, and research centres
while preserving confidentiality and data integrity [2], [5], [18].

Secure quantum communication can also support telemedicine services and collaborative medical research involving
distributed healthcare systems [5], [18].

F. National Defence and Government Communications

National security agencies require communication systems capable of resisting cyberattacks and espionage. The
Quantum Internet offers highly secure communication channels for military operations, intelligence sharing, diplomatic
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communications, and satellite networks [1]-[4],[18],[19].Since quantum communication immediately reveals
interception attempts, it significantly enhances the security of critical government infrastructure [9], [10], [18].

G. Internet of Things (10T) Security

The rapid expansion of loT devices has increased cybersecurity risks across industrial automation, smart cities,
healthcare, and transportation. Quantum communication technologies can provide secure authentication and encryption
mechanisms for interconnected devices, reducing vulnerabilities associated with conventional cryptographic systems

[2], [4], [18], [19].
H. Space and Satellite Communications

Satellite-based quantum communication extends secure communication beyond terrestrial fibre-optic networks.
Quantum satellites can distribute entangled photons and cryptographic keys over thousands of kilometres, enabling
global quantum communication networks [2], [3], [17], [19]. Such systems are expected to support secure military
communications, international banking networks, disaster management, and worldwide scientific collaboration [2],
[17], [19].

I. Scientific Research and Collaborative Experiments

The Quantum Internet enables researchers to share quantum states, access remote quantum processors, and perform
distributed quantum experiments across different laboratories. This capability promotes international collaboration and
accelerates progress in quantum physics, chemistry, materials science, and information technology [2]-[5], [17], [19].

J. Artificial Intelligence and Machine Learning

Quantum networking supports collaborative quantum computing resources for artificial intelligence (Al) and machine
learning (ML). Distributed quantum processors connected through the Quantum Internet can execute computationally
intensive optimization and learning algorithms more efficiently than isolated systems [4]-[6], [17], [19].

IX. CONCLUSION

The Quantum Internet has emerged as one of the most promising frontiers in quantum information science, with the
potential to fundamentally transform the way information is transmitted, processed, and protected. By exploiting the
unique properties of quantum mechanics, including superposition, entanglement, and quantum teleportation, quantum
networks offer communication capabilities that extend far beyond the limits of conventional Internet technologies.
Rather than simply enhancing existing security mechanisms, the Quantum Internet introduces an entirely new
communication paradigm in which the integrity of transmitted information is intrinsically linked to the laws of physics.

This review has examined the core principles of guantum networking, the enabling technologies required for its
implementation, and the architectural frameworks proposed for future quantum communication systems. It has also
discussed major applications, including secure communication, distributed quantum computing, quantum cloud
services, financial security, healthcare data protection, defence, satellite communication, and scientific collaboration.
Together, these developments demonstrate that the Quantum Internet is not limited to a single application domain but is
expected to become a foundational infrastructure supporting future digital ecosystems.[28][9][30]

Although remarkable progress has been achieved through advances in quantum processors, quantum memories,
quantum repeaters, and long-distance entanglement distribution, several obstacles continue to limit large-scale
deployment. Practical realization of a global Quantum Internet will require improvements in transmission distance,
network scalability, error correction, device reliability, hardware integration, and interoperability among quantum
platforms. In addition, internationally accepted communication protocols and standards will be essential to ensure
compatibility between future quantum networks.

The coming years are likely to witness rapid advances in hybrid quantum—classical networking, satellite-assisted
quantum communication, fault-tolerant quantum repeaters, quantum network management, and intelligent resource
allocation techniques. Continued collaboration between academia, industry, and government organizations will play a
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vital role in translating laboratory demonstrations into commercially viable quantum networking solutions. As research
progresses, advances in photonic technologies, integrated quantum devices, and network protocols are expected to
accelerate the development of practical quantum communication infrastructures.[2][3][19]

In summary, the Quantum Internet represents a significant step toward the next generation of global communication
systems. Its ability to provide fundamentally secure information exchange while enabling distributed quantum
applications positions it as a key technology for the future of computing and communication. Although important
scientific and engineering challenges remain, ongoing research and technological innovation continue to move the field
closer to real-world implementation. The successful realization of the Quantum Internet is expected to reshape
cybersecurity, scientific research, digital services, and information technologies, establishing a resilient and intelligent
communication framework for the quantum age.
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