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Abstract: Counterfeit medicines are a serious threat to health-care safety because they may contain incorrect
ingredients, wrong dosage, harmful substances, or no active medical component. Traditional medicine verification
methods mainly depend on manual checking of packaging, batch numbers, expiry dates, and seller trust. However,
these methods are not always reli-able because counterfeiters can duplicate medicine labels and packaging. This
paper presents the design and development of MedSecure Guardian, a web-based fake medicine detection and
authentication system using QR code verification. The proposed system allows users to scan a QR code or enter
medicine details manually and verify the medicine record from a secure database. The system is implemented using
React, Vite, TypeScript, Tail-wind CSS, shadcn/ui, Supabase, and QR scanner integration. It provides quick
authentication results such as genuine, suspicious, or not found. The system is designed for patients, pharmacists,
healthcare workers, and medicine distributors to provide a first-level digital verification layer. The proposed framework
improves accessibility, reduces manual verification effort, and supports safer healthcare practices by helping users
identify suspicious medicines before use.

Index Terms: Fake Medicine Detection, Counterfeit Medicine, QR Code Verification, Medicine Authentication,
Healthcare Se-curity, Supabase, React, Web Application

. INTRODUCTION

Medicines play an important role in healthcare and disease treatment. The quality and authenticity of medicines directly
affect patient safety. However, counterfeit medicines have become a major issue in the healthcare sector. Fake
medicines may appear similar to original medicines, but they may contain wrong ingredients, incorrect dosage, harmful
substances, or no active ingredient. Such medicines can lead to treatment failure, serious health problems, and loss of
trust in healthcare systems.

In many places, patients and pharmacists do not have a simple and reliable method to verify whether a medicine is
genuine or fake. Most users depend on packaging, batch number, expiry date, brand name, and seller trust. These
methods are not sufficient because counterfeiters can copy the physical appearance of medicine packaging.

Quick Response (QR) codes are widely used in prod-uct identification, payment, advertising, access control, and
healthcare-related applications. QR codes can store product-specific information and can be scanned easily using smart-
phones or web applications. However, QR-based systems also require proper security because malicious QR codes and
fake links may mislead users.

To address the issue of counterfeit medicine verification, this paper proposes MedSecure Guardian, a web-based fake
medicine detection and authentication system. The system allows users to scan a medicine QR code or manually
en-ter medicine details. The input is verified against medicine records stored in the database. The system then displays
the authentication result to the user.

The main contribution of this paper is the development of a practical, web-based digital medicine verification system
that can be accessed through a browser. The system is designed to be simple, responsive, and useful for patients,
pharmacists, and healthcare workers.

1. LITERATURE REVIEW

Recent studies focus on QR code security, QR code data reliability, healthcare fraud detection, and abnormal behavior
analysis. These areas are related to the proposed MedSecure Guardian system because the project uses QR-based
verifica-tion and healthcare-related authentication.

The reviewed papers show that QR codes are useful for authentication but require secure scanning and reliable data
handling. Healthcare fraud detection studies also show that suspicious activities can be identified using data-driven
tech-niques. Based on these observations, MedSecure Guardian focuses on a practical QR-based medicine verification
system that can be extended in the future with suspicious scan analysis and advanced counterfeit detection.
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Counterfeit medicines are difficult to identify using only physical inspection. Patients, pharmacists, and healthcare
workers may not always have access to laboratory testing or official verification systems. Manual checking of
packaging, batch number, and expiry date is not fully reliable because counterfeiters can duplicate labels and medicine
packaging.
There is a need for a digital system that allows users to verify medicine authenticity quickly using QR code scanning or
medicine details. The system should be easy to use, secure, responsive, and accessible through a web browser.

Therefore, the problem is to design and develop a web-based fake medicine detection and authentication system that can:

1) Verify medicine authenticity using QR code or manual input.
2) Store medicine records securely in a database.
3) Provide instant verification status to users.
1) Help patients and pharmacists identify suspicious medicines.
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verifi-cation patterns.

V.

KEY LIMITATIONS OF EXISTING SOLUTIONS

Current medicine verification and QR-based authentication systems suffer from several limitations:

Manual Verification Dependency: Many users still depend on manual checking of packaging, batch number,
expiry date, and seller trust, which may not detect counterfeit medicines accurately.
Lack of Centralized Digital Verification: There is often no simple centralized web platform where users can
verify medicine details instantly.
QR Code Security Issues: QR codes can be misused by attackers or counterfeiters. Fake QR codes may
redirect users to malicious or incorrect information.

1)
2)

3)
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4) Limited Accessibility: Some verification systems are company-specific or region-specific and may not be
easily accessible to all patients and pharmacists.

5) No Suspicious Activity Analysis: Many systems do not analyze repeated failed scans, duplicate medicine 1Ds,
or suspicious verification patterns.

6) No Real-Time User-Friendly Result: Users need a sim-ple interface that clearly displays whether the
medicine is genuine, suspicious, or not found.

V. PROPOSED SYSTEM OVERVIEW

The proposed MedSecure Guardian system is designed as a web-based fake medicine detection and authentication
platform. It helps users verify whether a medicine is genuine or suspicious by using QR code scanning and database
verifi-cation.

The platform primarily serves patients, pharmacists, health-care workers, and medicine distributors. A user can open
the MedSecure Guardian website through a browser and use the verification feature. The user can either scan the QR
code printed on the medicine package or manually enter medicine details such as medicine 1D, batch number, or code
value.
After the input is submitted, the system checks the entered or scanned value against the medicine records stored in
the Supabase database. If a matching valid record is found, the system displays the medicine as genuine. If no valid
record is found, the system displays a suspicious or not found message. The system also includes an admin-side
medicine man-agement module. Admin users can add, update, or remove medicine records. This ensures that
medicine data can be
maintained in a structured and secure way.
The proposed system uses React, Vite, TypeScript, Tailwind CSS, shadcn/ui, Supabase, and QR scanner integration.
React is used to build the user interface, Supabase is used for database management, and the QR scanner is used for fast
medicine code scanning.
VI. SYSTEM ARCHITECTURE / METHODOLOGY

The MedSecure Guardian system follows a modular and scalable architecture that integrates frontend, QR scanning,
database verification, and result generation. The system is designed to provide a fast and simple medicine verification
process.

A Architecture Overview

The system consists of the following major components:

1) Frontend Layer: The frontend is developed using React, Vite, TypeScript, Tailwind CSS, and shadcn/ui. It
provides the interface for users to scan QR codes, enter medicine details, and view verification results.

2) QR Scanner Layer: The QR scanner layer allows users to scan QR codes using the camera of their mobile
phone or laptop. The scanned QR value is passed to the verification module.

3) Backend and Database Layer: Supabase is used as the backend database service. It stores medicine records
such as medicine name, batch number, manufacturer, expiry date, QR code value, and medicine status.

4) Verification Layer: The verification layer compares the scanned or manually entered medicine details with
existing database records. Based on the match, the system generates a result.

5) Result Display Layer: The result display layer shows the final medicine authentication status to the user. The

result can be genuine, suspicious, or not found.

B. Architecture Flow
The sequential workflow and data propagation mapping within the system architecture are detailed chronologically
below:

User / Patient / Pharmacist

React Web Interface
!
QR Scan or Manual Medicine Input
Supabase Database Verification

!
Authentication Result
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C. Methodology / Workflow

The working of the system can be described in the following steps:
1) User opens the MedSecure Guardian website.

2) User selects QR scan or manual verification option.

3) User scans the QR code or enters medicine details.

4) The frontend validates the input.

5) The system sends the verification request to Supabase.
6) Supabase checks the medicine record.

7) The system receives the verification response.

8) The result is displayed as genuine, suspicious, or not found.
D. Key Features of Methodology

- QR-code-based medicine verification.

- Manual medicine search option.

- Secure medicine record storage.

- Fast authentication result.

- Responsive web interface.

- Admin-side medicine data management.

VII. IMPLEMENTATION DETAILS

The implementation of MedSecure Guardian is divided into multiple modules.

A User Module

The user module allows patients, pharmacists, and health-care users to access the website and verify medicine authen-
ticity. Users can scan a QR code or manually enter medicine details.

B. QR Scanner Module

The QR scanner module uses the device camera to scan QR codes. It reduces manual input and makes medicine
verification faster.

C. Medicine Verification Module

This module compares the scanned or entered data with medicine records stored in the database. If the medicine record
exists and is valid, the system displays it as genuine. If no valid record is found, the system displays a suspicious or not
found message.

D. Admin Module

The admin module can be used to manage medicine records. Admin users can add, update, or delete medicine details.

E. Database Module

The database module stores medicine-related information. Supabase is used for database management and backend
support.

TABLE 1l

SAMPLE MEDICINE DATABASE FIELDS
Field Name Description
medicine 1d Unique medicing 1gentification NUmper
medicine name Name of the mediCIne
batch number Batch number of the mediCine
manutacturer Name of the manufacturer
EXpITY date EXpiry date of the mediCine
gr code value Unique QR code value
Status Genuine or SUSPICIOUS Status
Created at Record creation date
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VIIl.  ALGORITHM

The fundamental verification procedural execution sequence is structured as follows:

1) Start.

2) Accept medicine 1D, batch number, or QR code value.

3) Validate the input.

4) Send the input to the Supabase database.

5) Search for a matching medicine record.

6) If the record exists and the status is valid, display “Genuine Medicine”.
7) Otherwise, display “Suspicious or Not Found”.

8) Stop.

IX. RESULTS AND DiSCUSSION

The system was tested using different inputs such as valid medicine details, invalid medicine details, valid QR code
values, invalid QR code values, and empty inputs. The system successfully displayed appropriate verification results
based on the database records.

TABLE I

TeST CASES AND RESULTS
Test Case nput Result
Vald medicing Correct medicine TDPass
search
Invalid medicing .
search \Wrong medicine 1D [Pass
QR scan test alid QR code Pass
Tnvalid QR scan rong QR code Pass
Empty nput test Blank Tield Pass
Responsive test [Mobile screen Pass

The result shows that the proposed system can provide quick first-level medicine verification. The use of QR scanning
improves usability and reduces manual input errors. The web-based design makes the system accessible from mobile
phones, tablets, and desktop browsers.

X. ADVANTAGES

The proposed system has the following advantages:

- Provides fast medicine verification.

- Reduces dependency on manual checking.

- Supports QR-code-based authentication.

- Provides a simple and responsive user interface.

- Can be accessed through a web browser.

- Useful for patients, pharmacists, and healthcare workers.
- Supports secure medicine record management.

XI. LIMITATIONS

The proposed system has some limitations. It requires an internet connection to verify medicine records. The system
depends on accurate medicine data entered by authorized users. It cannot physically test the chemical composition
of medicine. QR codes may also require stronger security methods to prevent copying or misuse.

XII. FUTURE ScoPE

The system can be improved in the future by adding:

- Blockchain-based medicine supply chain tracking.

- Al-based fake packaging detection using image process-ing.
- Manufacturer dashboard.

- Pharmacy dashboard.

- Mobile application.
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- SMS-based verification.
- Real-time suspicious medicine reporting.
- Analytics dashboard for repeated fake medicine scan attempts.

XIII. CONCLUSION

MedSecure Guardian represents a practical digital solution for fake medicine detection and authentication. The system
addresses the limitations of manual medicine verification by using QR code scanning and database-backed
authentication. It allows users to verify medicine authenticity quickly through a web-based interface.

By using React, Vite, TypeScript, Tailwind CSS, shadcn/ui, Supabase, and QR scanner integration, the system provides
a modern and responsive platform for medicine verification. The proposed system helps patients, pharmacists, and
healthcare workers identify suspicious medicines before use.

The system acts as a first-level authentication layer and cannot replace laboratory testing. However, it provides an ef-
fective and accessible method for digital medicine verification. In the future, the system can be enhanced with
blockchain-based supply chain tracking, Al-based packaging detection, mobile application support, and suspicious scan
analytics.
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