IJIREEICE ISSN (0) 2321-2004, ISSN (P) 2321-5526

International Journal of Innovative Research in Electrical, Electronics, Instrumentation and Control Engineering
Impact Factor 8.021 :: Peer-reviewed & Refereed journal :< Vol. 13, Issue 4, April 2025
DOI: 10.17148/IJIREEICE.2025.13434

Blockchain Based Logistics Protocol
Using Hyperledger Fabric

Rakshun Selvaa S.K.!, Mrs. A. Sathiya Priya?

B.Sc Information Technology, Dr. N.G.P. Arts and Science College, Coimbatore, Tamil Nadu, India’
Assistant Professor, Department of Information Technology, Dr. N.G.P. Arts and Science College, Coimbatore,

Tamil Nadu, India?

Abstract: The logistics sector is a cornerstone of global trade and faces challenges such as inefficiencies lack of
transparency and vulnerability to fraud. Blockchain technology offers a promising alternative with its decentralized
secure and transparent ledger system. This paper presents a blockchain based logistics protocol using Hyperledger Fabric.
Our work demonstrates how the proposed system can improve traceability reduce costs and build trust among supply
chain stakeholders. We include technical implementation details practical examples and diagrams that clearly explain the
data flow and overall protocol.
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I INTRODUCTION

The global logistics industry forms a complex network that connects manufacturers supplier transporter and consumers.
Traditional systems struggle with inefficiencies limited transparency and a high risk of fraudulent practices. Blockchain
technology offers a secure and unchangeable ledger that can resolve these issues. Hyperledger Fabric is a permissioned
blockchain framework designed for enterprise applications. Its modular design scalability and support for smart contracts
known as chaincode make it an ideal candidate for modern supply chain challenges. In this paper we propose a blockchain
based logistics protocol that can streamline operations enhance security and foster trust among all participants. We
combine theoretical analysis with practical implementation to illustrate the transformative potential of blockchain in
supply chain management.

II. BACKGROUND AND LITERATURE REVIEW

2.1 Challenges in Traditional Logistics

Traditional logistics systems face many obstacles that affect efficiency and transparency. One major challenge is
fragmented information systems. Data is stored in isolated silos. This separation causes delays and hampers coordination
among stakeholders. Another challenge is the lack of real-time tracking. Stakeholders do not receive timely updates on
shipment status. This gap creates uncertainty and disrupts planning. Traditional logistics systems are vulnerable to
counterfeit goods. Fraud can occur when transparency is low. High administrative costs also burden the system. Manual
processes and numerous intermediaries lead to higher operational expenses.

Challenge Description Impact

Fragmented Information Systems |[|Data stored in isolated silos Inefficiencies and delays

Lack of Real-Time Tracking Absence of timely shipment updates Uncertainty and planning issues
Vulnerability to Counterfeit Goods|[Low transparency enables fraud Increased risk of counterfeit goods
High Administrative Costs Reliance on manual processes and intermediaries||Elevated operational expenses

Table 2.1.1 Challenges, Description, Impact
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2.2 Blockchain Technology Overview

Blockchain technology offers solutions to many of these challenges. Its decentralized ledger removes the need for a
central authority. Data stored on the blockchain is immutable. This property preserves data integrity and prevents
tampering. Blockchain supports the use of smart contracts.

These contracts automatically execute actions such as releasing payments when a delivery occurs. Blockchain systems
use consensus mechanisms to ensure reliability. Hyperledger Fabric employs Practical Byzantine Fault Tolerance (PBFT)
to achieve agreement among participants.

Feature Blockchain Approach Traditional Approach

Ledger Decentralized and transparent Centralized and isolated

Record Management Immutable and tamper resistant Susceptible to changes

Process Automation Smart contracts automate transactions  ||Manual and intermediary dependent

Consensus Mechanism ||PBFT ensures reliable agreement No formal mechanism for consensus

Table 2.2.1 Features

2.3 Related Work

Research on blockchain applications in supply chain management has produced promising results. Several studies have
shown that blockchain can improve transparency and reduce fraud. A notable case study is the Maersk-IBM TradeLens
project. This initiative used blockchain to streamline shipping operations and cut costs. Other research compares public
blockchains with permissioned blockchains for enterprise use. Findings suggest that permissioned blockchains such as
Hyperledger Fabric offer better scalability and security. The literature supports the view that blockchain can reduce
administrative costs and enhance trust among supply chain participants.

‘S.NoHAuthors HYearHTitle HKey Results

A Novel Vehicle Blockchain Model Based

Jamil, Faiza, et
al.

2020

on Hyperledger Fabric for Vehicle Life
Cycle Management

Proposed a blockchain-based framework to
manage vehicle lifecycle, enhancing data
integrity and transparency.

Khan, Optimization of Agrifood Supply Chains Deyelop cda blockchaln. system for
Muhammad A., {2022 Usine Hyoerledeer Fabric Blockchain agrifood supply chains, improving
et al. &P & traceability and operational efficiency.

Leng, Kaicheng,
et al.

2018

Research on Agricultural Supply Chain
System with Double Chain Architecture
Based on Blockchain Technology

Introduced a double-chain architecture to
enhance transparency and efficiency in
agricultural supply chains.

Perboli, Guido,
et al.

2018

Blockchain in Logistics and Supply Chain:
A Lean Approach for Designing Real-World
Use Cases

Presented a lean approach to designing
blockchain applications in logistics,
highlighting practical use cases.

Saberi, Sara, et
al.

2019

Blockchain Technology and Its
Relationships to Sustainable Supply Chain
Management

Explored the potential of blockchain in
promoting sustainability within supply
chain management.

Table 2.3.1 Literature Review

This review of literature establishes a clear understanding of the limitations inherent in traditional logistics. It also
highlights how blockchain technology can address these issues through enhanced transparency security and efficiency.
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II1.

SYSTEM ARCHITECTURE

The proposed system is built on Hyperledger Fabric. It is a permissioned blockchain framework designed for enterprise
supply chain applications. The architecture uses nodes that represent supply chain participants such as manufacturers
suppliers and consumers. The system employs private channels to enable secure communication among designated
groups. Smart contracts called chaincode are written in Go or JavaScript to execute business logic. A distributed ledger
stores every transaction in an immutable manner. The table below summarizes the core components of the architecture

and their roles.
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Fig 3.1.1 System Architecture

i| Authorization scheduling module

Authority control

This protocol offers enhanced transparency security and efficiency. Authorized stakeholders gain access to real time data
through secure channels. Data integrity and confidentiality are ensured by cryptographic encryption. The automation
provided by chaincode reduces manual tasks and speeds up processes. The table below outlines the key features of the

system and their benefits.

Feature Description

Transparency Real time data access
Security Encryption protects data
Efficiency Automation reduces delays

3.3 Workflow

Table 3.2.1 Key Features

The operational workflow begins when a manufacturer creates a shipment record on the blockchain. The transporter
updates the shipment status at every checkpoint as the shipment moves along its route. When the shipment is delivered
the retailer verifies the delivery. The chaincode then automatically triggers the release of payment. The table below
illustrates the workflow stages and the corresponding activities.
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Figure 3.3.1 Workflow Stages
Stage Activity

Shipment Creation

Manufacturer creates shipment record on blockchain

Checkpoint Update

Transporter updates shipment status

Delivery

Retailer verifies shipment delivery

Payment Release

Chaincode automatically releases payment

Table 3.3.1 Workflow Stages

Iv. DATA FLOW DIAGRAM

The data flow diagram explains the movement of information among stakeholders in the blockchain based logistics
protocol. The process begins when a manufacturer node creates a shipment record on the blockchain. This record contains
all the details needed to start the shipment. The shipment record then travels to the transport node. At each checkpoint
the transporter node updates the shipment status with important details such as location and timestamp. When the
shipment reaches its destination the retailer node verifies the shipment. This verification confirms that the shipment is
delivered in the expected condition and on time. Once verified the chaincode automatically triggers the release of
payment. The system uses a consensus mechanism based on Practical Byzantine Fault Tolerance to ensure that all nodes
agree on the validity of each transaction. The final transaction is recorded on the distributed ledger where it remains as
an immutable record. This design guarantees transparency and trust among all participants in the supply chain.

Table 4.1. Data Flow Diagram Stages

Stage Activity

Manufacturer Node ||Initiates shipment by creating a detailed transaction record on the blockchain

Transport Node Updates the shipment status at each checkpoint with key details such as location and timestamp
Retailer Node HVeriﬁes the delivery of the shipment and confirms that the conditions are met

Smart Contract Employs Practical Byzantine Fault Tolerance to achieve agreement among all participating nodes

Blockchain Ledger [|Records the complete transaction on the distributed ledger for an immutable audit trail
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Fig 4.1. Data Flow Diagram

V. PROTOCOL DIAGRAM

The protocol diagram illustrates the interaction between stakeholders, chaincode, and the ledger in the Hyperledger Fabric
based logistics system. The process starts with the client application that provides the user interface for all stakeholders
to interact with the blockchain network. In the endorsement phase the chaincode is executed by designated endorsing
peers. These peers simulate the transaction and provide a response that confirms the details of the transaction. The process
then moves to the ordering phase where the ordering service collects and arranges all endorsed transactions into blocks.
In the final validation phase every transaction is checked and confirmed before being committed to the ledger. This phase
verifies that the transactions meet all criteria and that the endorsements are valid. The entire process ensures that every
transaction is secure, transparent, and reliable. This systematic approach strengthens trust among participants and
supports efficient supply chain operations.
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Fig 5.1 Working of Blockchain protocol
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VI IMPLEMENTATION AND CASE STUDY

The implementation of a blockchain-based logistics system using Hyperledger Fabric can be best understood through
real-world case studies. These case studies highlight how blockchain technology solves critical issues in supply chains
by enhancing transparency security and efficiency.

6.1 Case Study: Food Supply Chain

Food supply chains often suffer from a lack of traceability which can lead to food fraud contamination and inefficiencies.
Traditional tracking systems rely on centralized databases that can be manipulated or provide incomplete information. A
blockchain-based tracking system using Hyperledger Fabric ensures that every step in the supply chain is recorded on an
immutable ledger. The system captures data from farm production processing transportation and retail distribution. At
each stage authorized participants can update and verify the information ensuring transparency and authenticity. The
results of implementing this system include improved traceability faster identification of contaminated or fraudulent
products and enhanced consumer trust. Food companies and regulatory bodies benefit from real-time data access which
allows them to take immediate action if issues arise.

6.2 Case Study: Pharmaceutical Logistics

The pharmaceutical industry faces a critical problem with counterfeit drugs entering the supply chain which poses serious
health risks and financial losses. Traditional tracking methods often fail due to manual record-keeping and lack of real-
time authentication. A blockchain-enabled authentication system using Hyperledger Fabric secures the supply chain by
providing a verifiable record of every drug’s journey from the manufacturer to the end consumer. Each drug package is
assigned a unique digital identifier stored on the blockchain allowing stakeholders to verify its authenticity at any point.
This system prevents unauthorized alterations ensures compliance with industry regulations and improves accountability.
As a result security is significantly enhanced counterfeit incidents are reduced and consumer confidence in
pharmaceutical products increases.

VIL BENEFITS AND CHALLENGES

7.1 Benefits

A blockchain-based logistics system offers several advantages that improve supply chain operations. One of the biggest
benefits is enhanced transparency and traceability since real-time access to shipment data allows all stakeholders to verify
and track products at every stage. This reduces fraud inefficiencies and delays while increasing trust. Another major
advantage is the reduction of operational costs as blockchain automation eliminates the need for intermediaries. Payments
documentation and compliance checks can be executed seamlessly without manual intervention reducing administrative
expenses and processing time. Additionally the immutable nature of blockchain records builds confidence among
stakeholders ensuring that no data can be altered or deleted without consensus. This fosters trust among manufacturers
transporters retailers and consumers.

7.2 Challenges

Despite its advantages the adoption of blockchain in logistics comes with challenges. Scalability remains a major issue
as high transaction volumes can strain the network and slow down processing speeds. Blockchain networks especially
permissioned ones like Hyperledger Fabric need optimized solutions to handle large-scale supply chains efficiently.
Another challenge is the integration with legacy systems since many companies still rely on traditional ERP and database
solutions that may not be fully compatible with blockchain. Implementing a blockchain solution requires careful planning
and investment in system upgrades. Regulatory and legal considerations also present hurdles as organizations must
comply with data privacy laws industry regulations and cross-border trade policies. Blockchain solutions must be
designed to ensure compliance with frameworks like GDPR HIPAA and pharmaceutical serialization laws.

Despite these challenges the benefits of blockchain in logistics outweigh the obstacles. With continued innovation and
strategic implementation blockchain can revolutionize supply chains making them more transparent secure and efficient.

VIII. DISCUSSION AND FUTURE WORK

The proposed blockchain-based logistics protocol using Hyperledger Fabric demonstrates a strong potential to solve key
challenges in supply chain management. Issues such as lack of transparency inefficiencies high operational costs and
fraudulent activities can be significantly reduced through decentralized and immutable transaction records. By leveraging
permissioned blockchain technology businesses can enhance data security improve traceability and ensure greater trust
among stakeholder. The challenge is the integration with legacy systems. Many companies still rely on traditional
enterprise resource planning (ERP) systems that are not inherently designed to work with blockchain.
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Future work should explore seamless integration techniques such as API-driven communication and middleware
solutions to bridge the gap between blockchain and existing supply chain management platforms. By addressing these
challenges and exploring these future possibilities blockchain technology can be further refined to become a scalable
practical and industry-wide solution for supply chain management.

IX. CONCLUSION

Blockchain technology particularly Hyperledger Fabric has the potential to revolutionize the logistics industry by
introducing greater transparency security and operational efficiency. Traditional supply chains suffer from data silos
fraudulent activities and inefficiencies that increase costs and reduce trust among stakeholders. By adopting a blockchain-
based logistics protocol businesses can streamline operations automate workflows and ensure the authenticity of
shipments at every stage.

The core strengths of blockchain lie in its immutable ledger decentralized validation mechanisms and cryptographic
security. These features help businesses reduce reliance on intermediaries minimize paperwork and eliminate data
discrepancies. The integration of smart contracts further automates processes such as payment releases regulatory
compliance and shipment verification leading to faster and more efficient logistics operations.
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