IJIREEICE ISSN (O) 2321-2004, ISSN (P) 2321-5526

International Journal of Innovative Research in Electrical, Electronics, Instrumentation and Control Engineering
Impact Factor 8.021 :: Peer-reviewed & Refereed journal :: Vol. 13, Issue 2, February 2025
DOI: 10.17148/1JIREEICE.2025.13205

Securing loT Networks: A Blockchain-Driven
Approach to Decentralized Communication

Syed Mubeen Ali', Mohammed Nomaan?, Khaja HameedUIllah3, Syed Omer Shah?,

Mohammed Zakwan Khan®

Student, Department of Electronics and Communication Engineering, Muffakham Jah College of Engineering and
Technology, Hyderabad, India®

Student, Department of Electronics and Communication Engineering, Muffakham Jah College of Engineering and
Technology, Hyderabad, India?

Student, Department of Electronics and Communication Engineering, Muffakham Jah College of Engineering and
Technology, Hyderabad, India®

Student, Department of Electronics and Communication Engineering, Muffakham Jah College of Engineering and
Technology, Hyderabad, India*

Student, Department of Electronics and Communication Engineering, Muffakham Jah College of Engineering and

Technology, Hyderabad, India®

Abstract: The Internet of Things has changed device interaction and communication faces and brought an equally great
challenge in security. Traditional models of centralized security cannot work in decentralized and expansive loT
networks; hence, they leave open several cyber threats. This paper proposes a blockchain-based approach for securing
10T through decentralized communication. The data integrity, authentication, and resistance to tampering are guaranteed
through blockchain technology; at the same time, smart contracts enable the automation of safety policies. We
demonstrate that this model enhances security without sacrificing performance by simulation and real-world testing.
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l. INTRODUCTION

A Background and Motivation

loT architecture

Fig. 1. loT Architecture

The rapid growth in 10T has networked devices running into billions, interconnecting them all over the world and enabling
automation and data sharing in ways previously unattested. However, what is the greatest opportunity for loT—
decentralization, diversity, and scalability—is also a fertile ground for cyber threats. Most of the traditional security
models are based on centralized control, which cannot efficiently operate over the decentralized and totally distributed
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architecture of 10T systems. This has made a strong case for a more robust security framework to exist above these
devices,and blockchain technology fits the bill.

B. Challenges in 10T Security

The technological world faces increasing security threats daily, and 10T networks are no exception. Principal among these
concerns are unauthorized access—by which an attacker would remotely take control of devices

or systems—and data breaches, through which sensitive information may become revealed to undesirable parties. Device
tampering, through both physical and remote manipulation, could curtail functionality or turn it on for malignant
activities. DoS attacks are also very common in 10T environments, basically generating huge traffic to overwhelm
services.

C. The Role of Blockchain in Enhancing Security

The decentralized and immutable ledger make the blockchain technology paragimatically dispositioned to secure l0T
networks. In every traditional system, often needed for data management and security is a central authority that in itself
behaves much like a single point of failure, increasing the vulnerability to attacks. Blockchain does so by eliminating this
dependency, distributing the ledger across multiple nodes, and hence assures the integrity of the data even when a portion
of the network is compromised. Every transaction or entry of data is cryptographically secured; therefore, alteration is
next to impossible without detection. This decentralized nature provides better data security and more significant
transparency since all transactions are in a public or permissioned ledger that authorized parties can audit.

@ 2]
— @— 8.
[@]s[@]

go

A node raises Transactionis Block is broadcasted to

transactionrequest represented as a block all nodes of the network
—_—— —

Ty
JL

Transactionis validated

TS by the nodes
I DR
-
om P
— — <
Transaction is A new block is added to
completed the existing blockchain

Fig. 2. BlockChain Transaction

Moreover, the integration of smart contracts into blockchain-based 10T networks further strengthens security. Smart
contracts are self-executing contracts. In other words, the rules and agreements of a contract are directly written into lines
of code. These contracts automate the enforcement of all rules and policies on the network, significantly eliminating the
need for human interference, which in turn cuts down on human error. For example, smart contracts in an loT network
would automate activities the instance some predefined set of conditions is met, such as shutting down a device in case
of a security breach detection. It automatizes operations, shortens response time, and applies practices of security
homogeneously across the network, making loT systems much more resistant to cyber threats.

D. Research Objective and Contributions

The present paper contributes to the literature by explaining how blockchain technology can be employed to enhance
security in 10T networks. Specifically, the contributions of this research include:

. It is proposed that a decentralized model of communication for 10T will be presented with blockchain to enable
security in data transmission on various devices.

. A framework was developed based on smart contracts to make the enforcement and automation of security
policies within the network possible.

. The output of this model is checked through detailed simulations and real-life case studies that provide very
useful insights into its practical application.
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1. LITERATURE REVIEW
A 0T Security: Current Landscape

The current security framework of 10T is much inclined towards centralized models that are dependent on a central
authority managing and overseeing security. Whereas this approach does an exemplary job for the traditional network,
in an 10T setting with such a huge number of connected devices and diversity, it does not match up. Standard measures
of 10T security, such as encryption, access control, and intrusion detection systems, usually become resource-intensive
and difficult to scale. The traditional models of security are centralized and efficient in traditional or classical networks
but turn into a bottleneck in the environment of 10T, where millions of different devices interconnect. In other words,
heterogeneity in 10T devices at this huge scale strains centralized systems in working efficiently without getting
overwhelmed. Moreover, conventional cryptographic security primitives and access control are strong, yet very resource-
intensive, while most 10T devices are generally resource-constrained, thus leading to scalability and implementation
issues. Accordingly, the need for more decentralized, scalable security solutions that would be amenable to the unique
requirements of 10T ecosystems is becoming increasingly keen.

B. Centralized vs. Decentralized Security Models

Centralized security models concentrate trust and control in one entity or a central authority. Such centralization creates
a single point of failure: if the central system is compromised, then the whole network or system might be at risk. For
example, once a central server is hacked, all data and processes relying on that server can be exposed or manipulated.
This makes centralized systems especially vulnerable to focused attacks, since only one point has to be breached for
comprehensive control or access.

Centralized Decentralized

Fig. 3. Centralized vs Decentralized Model

On the other hand, decentralized security models distribute trust and control between a number of independent nodes or
entities. Here is where every node acts independently but in cooperation with other nodes to maintain the integrity and
security of the network. In this case, even when one node is compromised, the rest of the network will continue
functioning and remains safe. Indeed, redundancy and the fact that it is diffuse reduce the importance of a single
compromised node's effect on the network.

Blockchain technology is, in a sense, the most decentralized form of security. It works by using a distributed ledger
wherein every participant or node possesses a copy of the whole blockchain. In this way, transactions are verified through
some form of consensus mechanism to ensure no single entity takes control of the entire ledger. Any one node will find
it rather difficult to alter data without amassing forces—the consensus—from the majority of a network. Consequently,
blockchain technology enhances security and resilience, which is quite befitting for 10T networks, wherein many devices
have to communicate securely and interact without a central authority.

C. Blockchain Technology: Overview and Applications in loT

Blockchain technology is a digital, distributed, and incorruptible ledger recording transactions across different nodes on
its network. Every block, therefore, in the blockchain is connected to its previous block by a cryptographic hash. This,
together with a timestamp and transaction data, makes it immutable—once a block is added, its previous record cannot
be altered. This construct makes blockchain resistant to fraud and tampering.

Due to that, blockchain would be able to help 10T in several ways, such as:
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Secure Communication: Blockchain will help enhance the security of the data transferred amongst all the Internet of
Things devices. Every transaction or communication will be encrypted and then validated by the network in order to
avoid unauthorized access and tampering.

Device Identity Management: Blockchain can be used to decentralize device identity management of 10T devices,
thereby providing a solution with an immutable record. This guarantees that every device gets uniquely identified and its
authenticity verifiable to harden it against impersonation or unauthorized access.
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Automated Processes through Smart Contracting: Smart contracts are self-software that execute an agreement
between two parties, in which the rules of the agreement are directly written into lines of code. In 10T, smart contracts
can automatically execute processes and transactions based on predefined conditions. For instance, a smart contract would
authorize a transaction when certain data from an 10T device hits a specified threshold, thus making operations smooth
and reducing most intermediaries.

The blockchain enhances security, efficiency, and reliability of 10T systems. It offers a robust framework for managing
data and device interactions within 10T systems.

D. Previous Work on Blockchain-Based 10T Security Solutions
Recent research has tried blockchain-based solutions to solve the security problems of 10T devices, including secure
device authentication, data integrity, and decentralized identity management. Even so, several challenges persist. The

main issues are the following:

Scalability: Due to the large number of devices and transactions, blockchain solutions will have to be scaled up, putting
a strain on current systems with performance degradation.

Energy Consumption: Most blockchain networks, specifically proof-of-work, could be very consuming in their
operations.

Integration: Blockchain can be fitted into current IoT frameworks, which requires solving incompatibility problems and
assuring smooth interaction with existing technologies.

These are challenges that need to be addressed if the full potential of blockchain technology is to be harnessed with
respect to securing loT environments.

1. PROPOSED BLOCKCHAIN-DRIVEN APPROACH
A. Architecture of the Decentralized Communication Model

The model has been proposed with three building blocks in consideration: blockchain, 10T devices, and smart contracts.
Basically, the interlinking of devices would be done via a blockchain-based network where every transaction is secure
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and recorded in an immutably decentralized ledger. Every device would have a unique identifier which is then stored on
the blockchain for safe and verifiable communication.

B. Smart Contracts for 10T Network Security

Smart contracts are an integral constituent in the proposed model for automation of security policies across a network of
devices. These are self-executable pieces of code, stored on a blockchain and run based on predetermined conditions.
Automation, therefore, offers several benefits to security management:

It can be programmed to enforce access control based on predetermined policies. For example, the smart contract will
ensure that only communication between devices with the correct authorization-which may be a valid cryptographic key
or a verified identity—can take place. This limits unauthorized devices from viewing areas of the network to which they
are not authorized and therefore reduces the chances of data breaches or other unauthorized actions.
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Fig. 5. 10T Network

Automated Response in Case of Security Breach: One of the strong facets of smart contracts is its function that caters to
autonomous responses in the face of security threats. It could instantly revoke the access rights of devices that are detected
to be compromised or behaving suspiciously. Hence, real-time responses may contain a security breach before it spreads
out and causes significant damage.

. Transparency and Trust: Since smart contracts are deployed on a blockchain, one can be assured that their
execution is transparent and tamper-proof. State changes that the contract executes, like granting or revoking access, are
recorded on an immutable ledger, offering a very clear and readable audit trail. This raises confidence among the
participants in the network regarding the application of security policies without the potential risk of unauthorized
alterations.

. Scalability and efficiency: Smart contracts are capable of running deeply complicated security-related tasks on
a large number of devices all without human intervention.This type of scalability is especially relevant in the setting of
Internet-of-Things applications, where it would be quite impractical to do this manually due to the huge number of devices
connected. In this respect, smart

contracts can be very efficient in ensuring high security while keeping the need for continuous monitoring at a
minimum in such a process.

. Interoperability and flexibility: Smart contracts are designed to work across a wide range of systems and
platforms. Therefore, the integration of various security policies for different scenarios is very smooth. This flexibility
implies that with new devices introduced into the network or changes in the security requirements, these smart contracts
could be updated or expanded without disrupting any other operations. It automates not only the enforcement of security
policies but also, through smart contracts, assures higher security postures of the network through real-time responses
against threats,transparency, and scalability.

C. Data Encryption and Integrity Assurance

Advanced methods of encryption are used to guarantee the confidentiality and integrity of data that is to be exchanged
over the network in the proposed model. Every transaction gets encrypted before it makes its way into the addition within
the blockchain; due to its immutable nature, tampering will thus be detected instantly.
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o Advanced Encryption Methods: Encryption is the process of converting data into a form that is not accessible
to unauthorized persons. Advanced encryption methods are, therefore, widely in use to ensure the confidentiality and
integrity of data. These range from AES, or Advanced Encryption Standard, to RSA, for Rivest-Shamir-Adleman. AES
is a symmetric encryption algorithm where the key used for its encryption is the same as that used for its decryption. It
is highly adopted because of its efficiency and strength. RS A is an algorithm using asymmetric encryption with a pair
of keys, one for encryption, which would be public, and the other one for decryption, which is private. This allows,
therefore, a higher security, usually used in secure key exchange.

o Data encryption in transactions: Every single transaction in blockchain systems is encrypted before adding to
the blockchain. It shall protect sensitive data against unauthorized access, which may include personal information or
any sort of transaction details. Encryption algorithms mix up the data in the transactions so that only someone who
possesses the right decryption key could make any sense out of it. This process is key to sustaining privacy and security.

. Blockchain’s Immutability: By design, blockchain technology is immutable. In other words, it simply means
that data, once written to a blockchain, cannot be changed or removed. A connected list of transactions and a
reference(hash) to the previous block are held in every digital block in a blockchain to make a chain of blocks resistant
to tampering. Suppose somebody was trying to manipulate the data of these transactions in a block; the hash would
change consequently. Since new subsequent blocks refer to a particular hash, this would therefore mess up these hash
references, alerting the network of possible tampering.

) Tamper Detection: The combination of encryption with blockchain immutability provides robust tamper
detection. Since the transactions are encrypted and each block is linked to the previous one, any amendment to the
transactions from the past would be instantly noticeable. If someone wants to alter a transaction, not only the target block
would have to be changed, but so would all the sub-sequent blocks. In this scenario, there would be a mammoth
requirement for a huge computational power and access to the majority of the network’s nodes, rendering tampering
highly impracticable.

Advanced symmetric and asymmetric algorithms of encryption, in other words, make certain that the data is well
protected at rest and in transit. This, complemented by the immutability feature of blockchain, gives a double layer of
protection to the data. Where encryption maintains the confidentiality of the data, the immutable ledger of blockchain
provides traceability of tampering attempts. In this respect,the two are key to the integrity and trustworthiness of data in
each exchange that happens over the network.

V. IMPLEMENTATION AND EXPERIMENTATION
A. Case Study: Securing a Smart Home Network
Smart Home Network Overview
1. 10T Devices in Network:
) Smart Locks: Smart locks can be accessed and controlled from a remote location by an application from a

smartphone or other interfaces. They provide functionalities more convenient than keyless entry and remote access
control.

. Cameras: Security cameras and monitoring are performed through live video feeds, sometimes embedded with
movement detection and alarms. They are being used for area surveillance.
) Thermostats: Smart thermostats can automatically control temperature in a building and can even be manually

adjusted even if away. They are also, for the most part, user learning to conserve energy during heating and cooling.

2. Blockchain Integration:

Purpose: The blockchain is used to create a secure, immutable ledger of all transactions and interactions between loT
devices. The said ledger will assure that every action within the smart home network is transparently recorded and cannot
be retroactively altered.

Benefits of Blockchain Integration

. Security: Very strong security is guaranteed for the decentralized nature of the blockchain, as data has not been
tempered with unauthorized users.
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o Transparency: All the transactions within the blockchain-based network are traceable; it becomes an absolutely
solid audit trail for any device interaction.
. Smart Contracts Definition: Smart contracts are self-executing agreements with the contract directly written

into lines of code. They execute the imposition of rules and conditions for the interaction and transaction of devices.
Functions of Blockchain

. Device Interaction: The smart contract defines how different devices interact. For example, the smart lock will
unlock, and the cameras will start recording.

o Access Control: Smart contracts enforce the access right. This can be such that a given user either is granted or
removed access to a certain device based on certain rules that were preset.

. Logging of transactions: All interactions and transactions among devices have to be logged using smart
contracts in the blockchain. It makes all the actions accountable such that they can even be audited.
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Fig. 6. Smart Home
Application of Case Study Setup :

Configuration of the network: A basic 10T network with the locks, cameras, thermostats are connected to the central
blockchain network

Smart Contract Deployment: Smart contract decentralized on the blockchain to manage the interaction between devices
and enforces access control .

Interaction Scenario :

. Scenario : A user wants to unlock the smart lock using his smartphone

. Process : The smart lock issues a request to the blockchain network. A smart contract validates the request
against existing access permissions available on the blockchain. If access is valid, the smart contract returns current status
for the lock and issues commands related to activities, such as the launch of security cameras.

Logging and Security:

) Logging: All activities are primarily logged on the blockchain whenever an activity is executed, such as
unlocking the smart lock and starting the security camera.
) Security: The blockchain ensures that only valid actions are executed and that any tampering with the

transaction logs is not allowed.
Advantages of the Proposed Model:

. Security: High security is attained using blockchain and smart contracts to validate all interactions and
traceability in an immutable ledger.

) Automated Management: Smart contracts, therefore, automate device interaction and access control for
reduced manual intervention.

) Auditing Transparency: The blockchain ledger furnishes a clear and unalterable record of all interactions of
the device, thereby facilitating easy auditing and monitoring.

Challenges and Considerations:

. Scalability: Given a greater number of resources and transactions, the blockchain network has to be scalable
enough to handle increased load.
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o Integration Complexity: The integration of multiple heterogeneous 0T devices with blockchain and smart
contracts may be potentially complex and may necessitate fluent configuration and management.

In general, the case study shows how the integration of blockchain and smart contracts augments the functionality and,
most importantly, the security of the smart home network, offering a solid solution for managing and securing the l1oT
devices.

B. Performance Metrics: Latency, Scalability, and Security

For that reason, some key parameters, including communication latency, scalability, and security, were used to test the
proposed model. The results indicated that while the blockchain-based model recorded a small increase in latency
compared to traditional models, this increase was very minimal; in fact, it did not have any impact on the user experience
at all. Besides, the model performed quite well in terms of scalability and was robust to common cyber threats.

V. RESULTS AND DISCUSSION

A. Security Enhancements: Effects on Network Performance Evaluation

Blockchain technology has been drastically improving the security features of loT networks by decentralized
authentication, tamper-proof data storage, and automated security policy enforcement. This effectively provides
prevention against unauthorized access and detection of tampering attempts. However, the addition of blockchain came
at the cost of an added latency and resource consumption, although these effects were very minor and manageable for
most loT applications. Lightweight consensus mechanisms were employed, which minimized these effects, thereby
ensuring that network performance remains responsive and efficient.

B. Scalability and Deployment Challenges

Truly, the proposed architecture is scalable, handling a massive number of devices and ensuring extremely good
performance on security. Most of that efficiency goes to the Proof of Authority and Delegated Proof of Stake consensus
mechanisms implemented, which ensures the network can handle increases in workloads while delivering low latency
and high security levels.

But in practical application, it faces challenges as it transits from theoretical benefits. First, integration with existing loT
infrastructure can prove to be a complex and resource-intensive process. Second, energy consumption is still a critical
issue, as operational efficiency cannot be a sustainable trade-off against their environmental burden. Third,
standardization across the diversity of devices and platforms brings a great deal of complexity to the deployment process
because it would harmonize several technologies and protocols for seamless interoperability.

Most of the challenges that needed to be surmounted in this respect have been practical in nature. The strategic way
forward to address these practical challenges of blockchain-driven 10T security, if the whole of this potential is to be
realized, demands careful planning and collaborative industry stakeholders' efforts, with continuous innovation.

VI. CONCLUSION AND FUTURE WORK
A Summary of Findings and Contributions to 10T Security
This paper presents a new blockchain-based model that can enhance the security of 10T networks using decentralized
communication. In this proposed model, some critical security-related issues with 10T systems are addressed efficiently

by applying the power of blockchain technology and smart contracts. Notable improvements have been made in different
parameters like enhanced security, higher scalability, and more automation.
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Fig. 7. BlockChain loT

The contribution of this research is to present a decentralized alternative to the conventional models of centralized
security. Represented by blockchain technology, this approach sets a solid structure for ensuring data integrity, reliably
performing authentication procedures, and enhancing tamper resistance within loT networks. The model is, therefore,
one step ahead in security research with respect to 10T, addressing some of its core issues and setting the benchmark in
respect of secure, scalable, and automated loT systems.

B. Directions for Future Research
1. Optimizing Energy-Efficient Blockchain-Driven Approaches

While the above has shown that blockchain technology is widely considered very energy-intensive to operate, particularly
in the area of consensus techniques, several may be possible areas of future research, including:

) Design and Implementation of Energy-Efficient Consensus Algorithms: Proof of Stake (PoS) methods or
those less resource-intensive, which could lower power energy without a fall in the security level of confirmation.

. Improving Transaction Processing: If the velocity and performance of the token and block validating
processes are improved, energy consumption would be proportionally lessened.

. Optimizing Smart Contracts: By developing smarter, better-optimized smart contracts, which would place
less overhead on the computational capability needed to be executed—spend less energy on execution—energy
consumption would be minimized.

2. Ways of Introducing Blockchain to Existing 10T Systems

This may prove to be less easy because the integration of the blockchain into existing 10T is going to be achieved once
again, since the compatibility issues may surface. The research may encompass:

) Design of Hybrid Systems: Systems developed by combining blockchain with traditional 10T architectures
should come in designs so that new functionalities are added incrementally not at once so that system undergoes a
complete change of it.

. Development of Middleware Solutions: The middleware could integrate the communication of blockchain
platforms with legacy systems and under the 10T system umbrella to ensure the flow of data without any barrier and is
properly interoperable.

. Development of Modular Frameworks: Modular approaches through which blockchain components need to
be injected to an already operational 10T system but do not need the system to change much by that injecting.

3. Real Deployment to Validate Model Effectiveness

These theoretical models need empirical validation to prove practicality and effectivity:
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o Pilot Projects: Implementation of blockchain-based 10T actions in real practical situations to carry out tests in
terms of performance, security, and scalability.

. Longitudinal Studies: That is, to see how the blockchain systems work over time and in reality's different
conditions.

. Feedback Mechanism: Data collection and feedback from actors and stakeholders, in general, to be able to
know their perception and the intensity of any problem or area of improvement.

4. Develop Standardized Protocols of Blockchain-Based 10T Security

Security is a major concern when integrating blockchain with 10T. Ensuring the integration of security standards. The
ability to develop standards in security protocols and guidelines that are well-accepted and must be imperative in securing
blockchain-based 10T for consistency and reliability. Interoperable standards: Security protocols must be interoperable
among various blockchain platforms and IoT devices. Regulatory frameworks: Work with regulators in developing and
implementing standards on the frontier of privacy, data protection, and ethics.

Such areas are important to further research, development, and enhancing the application of blockchain technology
efficiently in the application for the important 10T sector in a secure, efficient, and very practical way for mass use.
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