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Abstract: Continuous auditing is defined as a review of internal controls, transactions, or balances on an ongoing basis,
with corresponding evidence creation, through the integration of traditional and emerging technologies. Within the
context of modern Al advancements, continuous auditing must increasingly deliver the following principles: 1. Ongoing
monitoring of controls and related risk indicators; 2. Sampling or testing of controls on a risk-based, continuous, and
non-disruptive basis; 3. Continuous assurance of specific assertions; 4. Exploratory analysis, much of it driven by
anomaly detection and classification; and 5. Control testing and assurance that are comparatively transparent and
incorporate audit trail verification. These principles are intended to transcend simple automation of historic data analysis
and offer insight to those responsible for governance.

The delivery of contemporary continuous audit disciplines is driven by responsible use of Al-powered technologies,
especially in the domains of natural language processing, machine learning, and advanced robotics. The evolving
possibilities around continuous auditing using Al to meet these principles are becoming possible in response to advances
in business process automation and Al-enabled transaction processing; stakeholder expectations around ongoing
assurance; the emergence of third-party assurance-as-a-service providing the leveraging of Al capabilities for assurance;
the governance, risk management, and compliance focus on ongoing risk assurance and control testing; and increasing
regulatory pressure for continuous audit frameworks in specific domains such as banking, treasury, procurement, and
revenue assurance based on qualitative and quantitative management information.

Keywords: Al-enabled continuous auditing, Corporate governance analytics, Real-time audit monitoring, Intelligent risk
assessment, Automated internal controls, Machine learning in auditing, Continuous compliance assurance, Audit data
analytics, Predictive risk modeling, Governance, risk, and compliance (GRC) automation, Anomaly and fraud detection
systems, Algorithmic audit assurance, Explainable Al for audit decisions, Continuous financial oversight, Technology-
driven audit governance.

I INTRODUCTION

The widespread adoption of Al fundamentally transforms internal and external auditing processes. Continuous auditing,
in particular, is adapted to the Al era to ensure that its principles, objectives, and methods align with these ongoing
changes in enterprises. Continuous auditing is formalized as an Al-enabled auditing concept that leverages continuous
artificial intelligence-supported monitoring of important business processes or risk indicators, Anomaly detection as well
as unsupervised learning techniques. These technical elements are appropriately combined to provide real-time assurance
of business processes or information in the context of financial reporting, treasury and cash management, revenue
assurance, or procurement. The AI-Enabled Continuous Auditing Framework for Corporate Governance provides
guidelines for planning and executing continuous auditing of critical business processes through a comprehensive
mapping of key objectives, risk indicators, relevant process control activities, supporting reconciliation processes, and
possible anomaly descriptions.

Regulatory prescriptions for tighter corporate governance, burgeoning stakeholder expectations for good governance,
and the threat-to-objective value-diluting enterprise scandals have made it essential for organizations to calibrate their
governance practices as a value-preserving and value-creating proposition. Business enterprises are expected to be
governed in a manner that protects stakeholders' current and future interests. With the increasing complexity of operating
environments, the implementation and maintenance of strong internal control systems are central to good governance.
Operations in any organization can be viewed as a set of objectives supported by risk indicators and process-related
control activities with built-in reconciliation processes. Corporate governance also demands continuous monitoring and
reporting of important risk indicators and the functioning of the underlying control mechanism. However, the traditional
role of audit functions examining an organization's internal and external accounting at periodic intervals does not provide
to-the-point assurances on the effectiveness of an organization's internal controls and the underlying operations.
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Consequently, management becomes increasingly dependent on external auditors-supported opinions' reliability and the
credibility of the audited accounts and related information.
The Al-enabled continuous auditing framework comprises two interlinked architectural components: Data Ingestion and
Quality Management, and AI Models for Anomaly Detection and Assurance.
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IL. THE EVOLUTION OF CORPORATE GOVERNANCE AND THE ROLE OF AUDITING

The evolution of corporate governance, although grounded historically in political theory and the power within the firm,
has gained momentum in recent years driven by the rapid digitization of the economy and heightened expectations among
stakeholders for the immediate, verifiable, and impartial reporting of firms' governance risk management and compliance
(GRC) among others within stated values and objectives. Audit, internal and external, and therefore assurance, services
have grown organically as a consequence. The digitalized GRC processes of the firm form a key data source for Al-
enabled anomaly detection models and thereby for external audit.

Financial reporting and assurance thereof remain challenging areas given the regulatory burden, the frequency with which
companies fall foul of the rules, and the consequent question-mark over audit quality. Internal control environment
weaknesses add additional complexity. Al-enabled Continuous Auditing Frameworks for Continuous Auditing of GRC
and audit support in other GRC areas would provide management with confirmed internal decision support, relieve
external auditors of some of the current burden, and align future audit activities with stakeholder expectations for

integrated GRC reporting.

Equation 1: Confusion matrix (foundation for most audit-model metrics)
Assume binary classification (typical for “risk high” vs “risk low”):

e Actual class:
o y = 1: anomaly / risk-high
oy = 0: normal / risk-low
e  Predicted class:
o ¥ =1:flagged
o J = 0:not flagged

Then:
e TP (true positives): y =1landy =1
o FP (false positives): y =0and y = 1
e TN (true negatives): y = 0and y = 0
o FN (false negatives): y =1landy =0

These populate the confusion matrix:

Pred1 | Pred 0
Actual 1 | TP FN
Actual 0 | FP TN

Many audit models output a score s € [0,1] (risk probability). Choose a threshold ¢:
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Changing t changes FP/FN tradeoffs (important for audit “risk appetite”).

II1. PRINCIPLES OF CONTINUOUS AUDITING IN THE AI ERA

Principles of continuous auditing in the Al era are derived from the notion of a continuously monitored control
environment without compromising the fundamental role of independent audits in corporate governance. Continuous
auditing principles in the Al era should include ongoing monitoring of controls, risk-based control-related sampling, real-
time assurance that meets stakeholders’ needs, the use of Al models that can explain predicted outcomes, and the
preservation of the integrity of the audit trail.

The to-be-verified criteria of the enterprise’s blue book and the related measurement benchmarks define the verification
test and determine whether continuous auditing can be performed. The integration of advanced Al technologies into the
corporate governance mechanism can enable such mapping and testing. Continuous auditing applications can provide
organisations with advance warning of possible or probable future adverse events and outcomes, thus allowing timely
corrective action.
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Fig 2: Transforming Auditing in the Al Era

Iv. ARCHITECTURAL COMPONENTS OF AI-ENABLED CONTINUOUS AUDITING

4.1 Data Ingestion and Quality Management

Continuous auditing requires a continuous flow of relevant and reliable information from across the company. Hence,
data ingestion should encompass information produced by day-to-day business processes in the financial (ERP), treasury,
procurement, and revenue functions. Corporate governance mandates also require continuous monitoring of non-financial
processes such as compliance with anti-money laundering legislation. The necessity for regulatory and management
reporting drives the frequent and periodic reconciliation of the company’s financial transactions with third-party data
sources. Controls fail, and external parties commit fraud, creating the requirement for a dedicated continuous auditing
information channel. Consequently, it is essential to identify the full spectrum of information that should flow from the
data producers, determine the requisite standards for data quality and timeliness, detail the provenance of the data, and
avoid any information loss.

The expected data lineage requires mapping the various data producers (including third-party collaborators), defining
responsibilities for data tidying and preparation, specifying the format of the extracted information, identifying the
necessary metadata along with the standards for content, structure, and format, and establishing the timing for the transfer
of data into the continuous audit platform.

4.2 Al Models for Anomaly Detection and Assurance

Al models for anomaly detection and assurance should operate in conjunction with the Data Ingestion and Quality
Management layer. Two types of model serve different functions. Unsupervised models detect deviations in business-as-
usual behaviour across untamed data streams. Supervised (and active) models identify and underscore deviations in
response to users provided with signals of shifts in business context, risk indicators, and identified process controls.
Reinforcement learning models assess the association of continuous auditing with the signalling system of key internal
stakeholders.
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The effectiveness of the models is judged against a set of evaluation metrics that include F-1 Scores, area-under-receiver-
operating-characteristic curve ratios, and mean-squared errors. Interpretability is a key requirement, with Explainable Al
techniques adopted to explain the prediction results. The deployment of the models considers the resource requirements
for and scheduling of predictions, and monitoring and re-calibrating mechanisms are established to prevent overfitting
and underfitting.

Equation 2: Precision, Recall, Accuracy — derived step by step
Precision answers: “Of everything we flagged, how many were truly anomalies?”
Start from the set of predicted positives:
e  Predicted positive count = TP + FP
e Correct among them = TP
TP

P .. —
recision —TP TFP

Recall answers: “Of all real anomalies, how many did we catch?”
Start from the set of actual positives:

e Actual positive count = TP + FN

e Caught among them = TP

Recall = TP
TP FN
Accuracy answers: “Overall, how often are we right?”
Correct predictions = TP + TN
Total predictions = TP + FP + TN + FN
TP+ TN

A =
Uy = TP X FP+TN + FN

4.1. Data Ingestion and Quality Management

Data for Al-based continuous auditing originates from various sources, including enterprise resource planning systems,
data lakes, operational process information repositories, third-party service providers, and external data aggregators.
Maintaining the quality of disparate data streams for monitoring and oversight purposes poses a significant challenge for
organizations. Data ingestion and quality management establish the foundation for the Al layer. Quality management
includes the following aspects: a) establishing and maintaining the end-to-end lineage of the ingestion process; b)
cleansing, standardizing, and reconciling data before Al-model application; c) extending metadata for each data flow; d)
validating timeliness checks for ingestion; and e) measuring the precision, accuracy, completeness, and consistency of
ingested data.

Data ingestion and quality management perform the following roles. 1) Quality and timely ingestion of process data from
various heterogeneous sources ensures that subsequent Al models operate on reliable data. Quality and timely ingestion
of data from operational process information repositories like e-mail and documents enables generation of monitoring
dashboards with real-time alerts. 2) In the absence of data flow quality metrics, Al model performance may become sub-
optimal without any warning.

Confusion Matrix (threshold=0.5)

Actual 1 (Anomaly)

Actual 0 (Normal)
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4.2. AI Models for Anomaly Detection and Assurance

Al modeling techniques form the Decision Layer to support the anomaly detection and risk-based assurance processes of
earlier layers. Two types of models are relevant. First, anomaly-detection models with unsupervised and semi-supervised
learning capabilities identify data points that do not conform to expected patterns. Second, assurance models leverage
supervised learning techniques to predict “risk high” or “risk low” classes against expected risk indicators for clearly
defined scopes with ground-truth support. Anomaly-detection models also support risk-based sampling for testing and
validation of the accuracy of process controls, with discrete conclusions at the sample level.

Anomaly-detection models are evaluated for frequency of false positives and false negatives. Potential false positives
during deployment are prioritized for human evaluation, and root causes are investigated and rationalized in collaboration
with stakeholders. Assurance models are evaluated using accuracy, precision, recall, and F1 score metrics at the model-
level accuracy benchmark. Accuracy and precision performance parameters are documented and approved by the
business governing body before deployment of the model. Tampering with any validation metadata should be recorded
and notified through a breach-management dashboard. To ensure explainability, validation report templates should
disclose all significant predictive attributes and the underlying rationale for decision-making. Subsequent releases may
also address actionability through embedding of prescriptive-learning techniques. A monitoring dashboard apprises
relevant stakeholders for any alarming decline in fairness performance of the deployed models. Re-calibration is triggered
if disparity in prediction probability of sensitive classes exceeds the pre-defined threshold.

V. GOVERNANCE, RISK MANAGEMENT, AND COMPLIANCE IMPLICATIONS

The principles of accountability, transparency, fairness, and bias mitigation are widely accepted pillars underlying the
ethical use of machine learning models. Adopting these principles during the development of an audit framework
safeguards its ethical compliance and stakeholder trust. The aspects addressed in the context of Al-based continuous
auditing fall into two broad categories—Ilegal or ethical considerations driving acceptable Al and governance, risk
management, and compliance (GRC) policies of an organization. With respect to the edicts defining legally compliant
Al systems, the focus is on fairness, which is common to both dimensions. Further parameters of GRC play an integral
role in the evolvement of continuous auditing.

The EU General Data Protection Regulation, the EU Artificial Intelligence Act, and similar legislative instruments
worldwide encompass a broad spectrum of rules applicable to the GRC dimensions. Furthermore, GRC aspects see strong
interest, as highlighted by, among others, the AICPA’s Trust Services Criteria for Security, Availability, Processing
Integrity, Confidentiality, and Privacy and the Committee of Sponsoring Organizations of the Treadway Commission
(COSO) Internal Control Framework, both suitable as higher-level structures for internal controls and assurance. Twelve
ETSI Industry Specification Groups (ISGs) are developing Activity Frameworks detailing challenges, outcomes, and
work programs emphasizing Publicly Available Specifications (PAS). The risk appetite and continuity objectives of
enterprises provide valuable input that feeds further into the audit process.

5.1. Ethical and Legal Considerations in AI-Driven Audits

To operationalize the Al-enabled continuous auditing paradigm, the absence of a dedicated actor responsible for the
accuracy and reliability of Al model outcomes is a critical gap. Nevertheless, accountability mechanisms can be
introduced to ensure proper stakeholder oversight over the models. Algorithmic management requires structures that
safeguard, uphold, and maximize human, civil, and worker rights. Interested parties should be informed of the model’s
operation and remediation offered in case of fault. Furthermore, the open-source character of the algorithm enhances its
transparency.

The presence of biases in machine-learning models must also be avoided. These biases may arise from the incoming data,
learning algorithms, or historical discrimination encapsulated in data. Models utilizing sensitive attributes to make
automated decisions in certain contexts must be disable, and new bias-mitigation strategies may be deployed. Monitoring
procedures should continuously examine the data sources for shifting distributions that may introduce new biases.
Moreover, interested parties must have adequate recourse in case of fault caused by bias in the algorithm. The
development and operationalization of the Al-driven model should also comply with a set of rules defining the
organization’s ethical standards, behavior policies, and related supervisory structures.
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Fig 3: The Ethical Implications of Using Artificial Intelligence in Auditing

5.2. Data Privacy, Security, and Sovereignty

Privacy, security, and sovereignty controls are integral to the deployment of Al-based continuous auditing. At a
minimum, such controls should ensure that the Al solutions:

— protect the confidentiality, integrity, and availability of the underlying data;

— restrict system access solely to allowed functions and authorized participants;

— comply with all applicable data privacy laws, such as the EU General Data Protection Regulation (GDPR);

— avoid infringing upon the basic rights and freedoms of any individuals or organizations;

— preserve the sovereignty of nations over their citizens' data by respecting relevant protection frameworks and treatys.
— safeguard the Al systems from modifications or disruption that might compromise their intended purpose.

Any sensitive data required for assurance testing should be appropriately encrypted, with suitable access governance
policies applied. In addition to meeting the laws of the country where the Al solutions are deployed, stakeholders should
also ensure that they comply with any rules laid out in the jurisdictions where the audit subjects are located.

The legal complexities grow when data crosses international boundaries. For instance, while transferring personal data
of EU residents out of the EU, organizations must follow controls identified in the GDPR. Regulations such as the
California Consumer Privacy Act (CCPA) and the Brazilian General Data Protection Law (LGPD) provide additional
statements regarding the usage, collection, and selling of personal data belonging to their residents. In cases where no
definitive conclusion has been reached about the acceptability of cross-border transfers from a data-sovereignty
perspective, organizations should either refrain from such transfers or take all steps necessary to reduce the associated
risk and comply with any local laws.

VI DEPLOYMENT SCENARIOS AND CASE STUDIES

Deployment scenarios and case studies illustrate the principles of continuous auditing using Artificial intelligence (Al).
The detection of anomalies in financial reporting and internal controls is the first scenario, applied in multinational
corporations by considering two control cycles per quarter. In the second case, a revenue assurance audit is structured to
cover a full financial year and revenues in the telecommunications environment. The other functions of treasury and
procurement are addressed through audit objectives, recommendation matrices, risk indicators, key process controls,
reconciliation flows, and templates for communication of anomalies.

Financial Reporting and Internal Controls

The Al-enabled continuous auditing framework serves several deployment scenarios. The first phase focuses on
assurance over financial reporting and internal controls. Internal audit proposals identify the key areas of financial
reporting assurance, assess the design and effectiveness of the internal controls over financial reporting, evaluate the
rationales for accounting treatments adopted by management, and determine the completeness of disclosures included in
the financial statements. The second phase serves as an illustration and covers the controls over the treasury management
process as prescribed by the Sarbanes-Oxley Act in the United States, with the objective of addressing two controls over
financial reporting per quarter. The remaining key internal controls over the financial statement are the responsibility of
the internal audit function.
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The Al-enabled continuous auditing framework prescribes the audit objectives, control mappings, templates of evidence
to be gathered by the audit function, assessment of the internal audit service over the control, and mode of communication
with management, the audit committee, and the board. The cycle develops findings and recommendations for the
operational audit functions as the risk indicators, process controls, reconciliation flows, and the templates for reporting
the anomalies are addressed in successive phases. The Al-enabled continuous auditing mechanism provides assurance
over the normal functioning of the control mechanism.

Equation 3: F1 score — complete derivation from Precision and Recall
F1 is the harmonic mean of precision and recall:

P 2
T T
PR
Now derive to the common form:
1. Combine the denominator:
1 1 R+P
—_—t =
P R PR
2. Substitute back:
F 2 ) PR
1"R+P " P+R
PR
So:
2PR
'"P+R
And since P = —~ ,R = , you can compute F1 directly from confusion counts.
TP+FP TP+FN

6.1. Financial Reporting and Internal Controls Continuous auditing of financial reporting and internal controls
supports detection of material misstatements and internal control deficiencies. Core audit objectives include identifying
material misstatement risks, mapping significant accounts and disclosures to control objectives, assessing process control
design and testing status, evaluating management preparation for current-period financial reporting and readiness for
future periods, determining routine reconciliation designs and performance, and validating external confirmation
production and responses. Assurees across these areas must have documented controls, supported by either prior testing
or real-time evidence of efficacy.

Key indicators signal an increased risk of misstatement. Unsupervised anomaly-detection models examine non-redundant
transaction data to identify instances of unusual timing, fraudulent document generation, or transactions with atypical
counterparties. Al-driven monitoring of controls within treasury operations, procurement processes, and revenue-
assurance activities supplement traditional assurance efforts. For all grouping indicators, control statuses and evidence
requirements must be considered. Outputs from these sources populate a centralized database, organized around required
reconciliations, control performance, and management-prepared-test-waiting status. Reporting formats are standardised
to facilitate evidence review and approval.

6.2. Treasury, Procurement, and Revenue Assurance

In addition to financial reporting, the continuous auditing framework can be extended to activities such as treasury
management, procurement, and revenue assurance. A proof of concept can be developed for automated monitoring of
transactions and supporting controls to mitigate fraud and operational risks. Building blocks include key risk indicators
for major treasury processes (e.g. cash management, investment activities, funding, and guarantee arrangements);
expected procedures or system controls with guiding principles (e.g. segregation of duties, dual control, verification
checks, and authorisation matrices); expected source-to-source reconciliations or other controls on data consistency; and
standard formats for flagging automated variances.

Similarly, proof of concepts can address procurement activities and transaction flows. The secondary-level building
blocks can include a risk heat map for major procurement categories; confirmation of master data change controls with
expected ex ante verification; monitoring of reconciliations with suppliers of direct material; New Vendor Request forms
for all new supplier setups and changes; and alerts on price deviations relative to budget.

The approach is also relevant to revenue assurance, especially in process-driven industries. Department of Defence
contracts and defence procurements in the airline sector are instances of possible revenue leakage. The key constructs
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can include a revenue leakage risk heat map; selected service-level agreements with commercial and internal customers;
process controls for billing of intercompany sales; and automatic capture of quoted work orders for material sold.

VIIL CHALLENGES, RISKS, AND MITIGATION STRATEGIES

7.1 Model Risk and Overfitting

Machine learning models always carry the risk of misbehaving due to insufficient or unhealthy training data. Model risk
can be classified into four distinct categories: (1) inadequacies in the design, mathematical theory, and rationale of the
model; (2) shortcomings that spring from imprecise execution during model development including programming bugs,
incorrect decisions about parameter values, software bugs, rare data conditions untested during development, etc.; (3)
calibration problems that arise when a model is only tentatively tuned to reconcile outputs with historical observations,
such as during uncertain but necessary qualitative assignment of parameters in a knowledge-based model; and (4)
overfitting, when a model is excessively tuned to suit the past at the expense of future performance, especially across
unknown domains.

Because overfitting can be particularly damaging when a sufficiently rich set of training examples is not available,
analyses for examining expected model performance should begin with a random subset of data not used for training. A
variety of tests can assist in gauging possible overfitting in model development and testing environments. Such tests
should be bolstered by various forms of monitoring of model outputs in real time. A model should also be reconcilable
with a wider error tolerance at least some of the time. When gaps are detected between model predictions and actual
observations, a simple re-calibration of the model using the new data stream in addition to the training data should be
considered.

7.2 Data Gaps, Bias, and Fairness

A systematic gap analysis should also be conducted to identify data attributes, data aspects, and scenarios within data
attributes and aspects that are not present or are severely under-represented in the training data. For instance, aspect-
based sentiment classification models might be trained on reviews of books and/or electronics, yet later applied on
reviews of hotels. Large discrepancies such as the new target domain language being radically different from those in the
training set could easily be detected, and recommended action should include building a new model for the target domain.
Probabilistic models, such as naive Bayes classifiers, are intuitively able to detect the absence, presence, and likely
function of bias variables in the modeling context. Bias detection can be further advanced through the analysis of logical
clustering of errors—such as the model predicting gender for a speaker but making a gender-incongruent prediction
during an unseen cross-gender test—or through direct statistical tests for disparate impact. Fair classification is
increasingly recognized as a formal problem and is now surrounded by a growing body of work formalizing fairness
constraints or objectives as well as possible remedial techniques.

Data Privacy Global Al Regulation

Strengthen data protection Ip

Develop efficient models

Reduce Al costs

Explainability Issues Ethical Concerns

User-friendly interpretation Adopt ethical frameworks
tools

Fig 4: Challenges of Artificial Intelligence

7.1. Model Risk and Overfitting

Model risk refers to the potential for a model to deviate from actual behaviour and deliver outcomes that may not
accurately predict reality. Model performance becomes critically susceptible to errors in data continuity, administration
of hyper-parameters, incorrect variable selection, algorithmic selection and implementation, and inadequate back-testing.
These issues are compounded during the model life cycle as the economic environment changes. Model validation is
therefore necessary both internally and with an independent party to identify any weaknesses in the current construction
of the model. The absence of back-testing can expose the function to model risk. Once the model is validated it is essential
to monitor its predictive error as accurately as possible. Some dashboards provide a monitoring function with an indicator
of how well the model is performing. Still, dashboard maintenance for models used to assess risk can be difficult if risks
are changing rapidly.
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Model over-fitting can be defined as a model that has been initially created using a small volume of data and thus does
not capture the general features of the target phenomena it is trying to model. Model over-fitting can also refer to a well-
specified model that has been calibrated using a large volume of data. In this case, even though the fit (the error) may be
minimal, the model has a large chance of generating output that is a long distance from the actual real situation (ex-post
also). That is the model becomes a ‘wiggly line’ fit through the training points. It is crucial that the model is checked on
a

small volume of foresight data (not the data used to calibrate the model) before it is put into continuous production. This
type of independent checking is very important, as the end-user has probably been consulted at length during the initial
specification and calibration and it is easy for communal lust to drive the model ‘off the rails’. Re-calibration of
continuous models should be triggered by significant events or by changes in predictive error over a defined time span
(many factors may induce bias or instability).

ROC Curve (AUC=0.964)
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7.2. Data Gaps, Bias, and Fairness

All data-driven solutions, including audited AI models, are prone to a certain form of bias and may lead to unintended
consequences—especially when used to generate recommendations that significantly benefit or harm particular
stakeholders. Even models deemed fair for specific sub-groups of the population may not be fair when considered across
the entire population. Certain groups may persistently fare worse than others, despite operating well for most other
groups. Hence, thorough gap analysis at various model development stages is critical. When a model's performance is
found to be unsatisfactory on some important groups, techniques such as the addition of synthetic data for the under-
performed groups, dropping certain features, over-sampling, or re-weighting the chosen groups can be considered. Hence,
in addition to standard performance metrics and tests for statistical significance, fairness metrics can be used as a third
partner in model evaluation.

Bias detection methods can be used as another route. Many techniques are available in the literature to test the prediction
results of sensitive attributes, both in the pre-modeling process and post-discrimination. Although the presence of
predictive discrimination may not always be bad, since it may help detect fraudulent attributes, care should still be taken
as companies must treat its customers fairly and create a positive brand image. Data scientists can therefore assess bias
and fairness periodically, even in a post-modeling stage. The definition of fairness should be made at the project outset
and communicated to stakeholders to mitigate bias earlier in the model pipeline.

VIII. CONCLUSION

The Al era will bring profound changes to continuous auditing, value chains, and corporate governance. Al-driven models
will analysing historical and current data including transactions, event logs, complaints, incidents, and external data
sources such as social media, news, and credit agencies to enable comprehensive, near real-time audits with improved
focus, depth, and assurance levels without requiring additional resources. Adoption will begin with constrained
environments. Over time, successful deployments will encourage organisations to take measured risks and expand
coverage to value-impacting processes. With the right investments, organisations will be able to achieve 360-degree
coverage while all stakeholders will benefit from enhanced governance.

AIS research will focus on improving Al model explainability and transparency. Designing computer-simulated audit
scenarios that aim to deceive a human auditor, aiding detection of blind spots, extending AI models to cover infrequent
events, examining Al-driven continuous auditing from a gamification perspective, deriving playbooks to leverage Al in
auditing, studying the use of consensual privacy models in Al-driven audits, analysing the auditing of chatGPT prompts

© IJIREEICE This work is licensed under a Creative Commons Attribution 4.0 International License 92


https://ijireeice.com/
https://ijireeice.com/

IJIREEICE ISSN (0) 2321-2004, ISSN (P) 2321-5526

International Journal of Innovative Research in Electrical, Electronics, Instrumentation and Control Engineering
Impact Factor 8.021 :: Peer-reviewed & Refereed journal :: Vol. 12, Issue 12, December 2024
DOI: 10.17148/IJIREEICE.2024.121209

could also be undertaken. The designed structures could also be extended beyond continuous auditing to an Al-enabled
board of directors, Al-enabled cyber-risk management, Al-enabled Vulnerability Management, Intelligent Vulnerability
Management, Al-powered Execution of Threat and Vulnerability Management, Al for Intelligent Cybersecurity
WorkFlow, Al Transformation Roadmap for Assistant management, AI-At-Attack and an Al enabled Internal Control
Framework for Transparency Banking of Central Bank.

8.1. Future Trends

Al-enabled continuous auditing will become a key enabler for organizations' effective governance, risk management, and
compliance processes. Advancing automation capabilities in Al models will be harnessed to ensure full-cycle auditing of
corporate reporting, compliance with controls and regulations in specialized functions, and transaction reconciliation for
anomaly detection. Probabilistic inference models, which can cover gaps in the available data, will emerge as automation
solutions. Evolving guidelines from national and regional regulatory authorities, such as the International Financial
Reporting Standards Foundation and the European Data Protection Board, will directly influence the adoption and design
of Al-enabled continuous auditing solutions.

Implementing Al-enabled continuous auditing at scale in large organizations presents challenges, including the high cost
and time of model-specific development for every function and geographical location. A foundational framework
supported by function-specific models offers a scalable deployment path—a smaller player could develop the core
capabilities and process modules and allow other organizations to build upon them. Exploratory evidence-gathering
experiments can support oversight by industry groups and practitioners and form the basis for future auditing guidelines
and checklists. Exploring and addressing these aspects will provide deeper insights into the effective and efficient
deployment of Al-enabled continuous auditing frameworks, ensuring that stakeholders and society derive maximum
benefit from Al models while mitigating risks.
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