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Abstract: Professional psychologists must comprehend the risks of cyberbullying and how to shield children from it.
The possibility for online sexual conduct is one of the most dangerous aspects of the internet, despite the fact that it
does have some pleasant aspects. The internet has made it possible for offenders to obtain entry to lots of kids while
remaining silent. The major goal of our project is to identify the social media accounts used by predators and transmit a
predator record to the cyber cell administrator (Wolak, 2000; Mitchell, Finkelhor, & Wolak, 2001). This study report
provides an overview of our most recent efforts to create a system. As a result, with an upgraded system, the supervisor
can keep taking action after providing any report to the sexual assault victim.
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I. INTRODUCTION
A internet software is available for locating predators on social media. The goal of this project is to gather the thoughts
of predators, post them to social media sites like Facebook and Instagram, and send a report to the cyber cell manager.
A fast expanding issue on social media is the need for a well-designed website to track all comments and online posts
for youngsters that are sexually explicit. As of March 2014, the 12-tone programme for 11–16 year olds in the state had
reported receiving unwelcome sexual communications, while 8% of 11–16 year olds in the UK had reported receiving
invitations to send or respond to sexually explicit texts. It's crucial to handle the very serious problem of finding
criminals online. Social media is now being primarily used by young children for conversation.
Furthermore, a recent study on intelligence, adolescents, and cell phones (scamp) found that in the UK, 70% of 11–12year-olds currently own a cell phone, rising to 90% by the time they are 14 years old. -so-called online child care, in
which adults use social media to have intimacy.
Such personality entails developing a rapport of trust with the young child, allowing the youngster to see him in person.
Prior studies into finding those who engage in cyber-pedophilia online, included the first international competition.
II. EXISTING SYSTEM
Games, audio chat, and several online entertainment forums all use a variety of game hunting elements. There is a child
predator system that detects online sexual abuse while children are playing games or utilising online voice chat,
protecting the child from further abuse or sexual exploitation by the abuser since the system is only activated when
children are acting or playing online. any voice conversation. Since the invention of the internet, numerous children
have started using social media for a range of social pursuits. They are quite active on social media, so we need a
mechanism to spot predators there in order to stop child abuse.
Use either the dialogue-based technique using the Ridge or Naive Bayes classifier in the TF-IDF feature set, or the 5level Neural Network algorithm in the present system.
“Detecting Cyber Defamation in Social Networks using Machine Learning”, by G.Aswin, R.Pavithra, A.Jeevarathinam
shows the cyber defamation scenario live social media application is developed in python programming with Naïve
Bayes Algorithm and is used to train the model on the social media dataset and using this model live detection of
cyberbullying is predicted and alert messages are shown on the application with 99.64% accuracy.[1]
“Detection of Cyberbullying using Machine Learning” , journal paper published by Manowarul Islam, Md Ashraf Udin,
Linta Islam, Arnisha Akhter, Selina Sharmin, Uzzal K.Acharjee, Here preprocessing, feature extraction and
classification are the stages in classification process using Naïve Bayes, Support Vector Machine.. By removing the
outliers, noise we clean the data in the preprocessing phase.Extracting the input information features using TF-IDF.[2]
“A Conversational Agent to Detect Online Sex Offenders”, was proposed by John Ibanez Rodriguez, Santiago Rocha
Duran, Daniel Diaz-Lopez, Javier Pastor- Galindo. This paper is composed of 4 models namely: Retrieval-based,
Generative, Emotional and Opinion Classification.Altogether, these models constitute a solution able to keep

© IJIREEICE

This work is licensed under a Creative Commons Attribution 4.0 International License

153

IJIREEICE

ISSN (O) 2321-2004, ISSN (P) 2321-5526

International Journal of Innovative Research in Electrical, Electronics, Instrumentation and Control Engineering
ISO 3297:2007 Certified  Impact Factor 7.047  Vol. 10, Issue 7, July 2022
DOI: 10.17148/IJIREEICE.2022.10731

conversations with the suspects and profile them related to conversations content and the behavior in the chatroom
using K-Means Clustering Algorithm.[3]
“Social Media Cyberbullying Detection using Machine Learning”, by John Hani, Mohamed Nashaat, Mostafa Ahmed,
Zeyad Emad, Eslam Amer, Ammar Mohammed. This paper has proposed an approach to detect cyberbullying using
ML techniques and evaluated a model based on two classifiers i.e SVM and Neural Networks using TF-IDF and
sentiment analysis algorithms. Achieved 91.9%accuracy using Neural Networkand 89.9% accuracy using SVM.[4]
“A Chatbot to chase Cyber Perverts”, by Jossie Murcia Trivino, Sebastian Moreno Rodriguez,Daniel Diaz Lopez.This
paper is based on Artificial Conversational Entity(ACE) that connects to different online chatservices to start a
conversation regarding a specific matter in our case of child pornography, as this is one sensitive sexual crime that
requires special efforts and contributions to be tackled using LSTM-NN Algorithm with 89.3% accuracy.[5]
“Machine Learning and Semantic Analysis of In- game chat for Bullying”, paper published by Dr. Shane Murnion,
Prof William J Buchanan, Adrian Smales and Dr. Gordon Russell, Here Classification of collected data was carried out
using simple feature detection with SQL dataset queries and compared to classification from AI-based sentiment text
analysis services and further against manually classified data using custom- built classification client built for this paper
using
Decision
Tree,
Naivr
Bayes,
SVM
Random
Forest.
[6]
“Mitigating Online Sexual Grooming Cybercrime on Social Media using Machine Learning : A Desktop Survey”, by A
desktop survey on Machine Learning technologies that have been used to detect online sexual grooming is presented in this
paper using KNN with 94% accuracy ,Decision Tree with 93% accuracy ,SVM with 85% accuracy and CNN with 80%
accuracy.[7]
“Towards the Detection of Cyberbullying Based on Social Network Mining Techniques”, by I- Hsien Ting, Wun Sheng
Liou, Dario Liberona, Shyue- Liang Wang, Giovanny Mauricio. In this paper they have proposed an approach based on
social network analysis and data mining for cyberbullying detection. The three main techniques for cyberbullying
discovery will be studied, including keyword matching technique, opinion mining and social network analysis. Achieved
70%accuracy using SNM Algorithm.[8]
“A Multi Lingual System for Cyberbullying Detection : Arabic Content Detection using Machine Learning”, by Batoul
Haidar, Ahmed Serhrounchni, Chamoun Maroun, This paper proves that detecting Arabic cyberbullying is possible since
the proposed system employs ML dataset had to be prepared to be used for training and testing system. Achieved 90.85%
accuracy using Naïve Bayes and SVM algorithm.[9]
“Early Detection of Deception and Aggressiveness using profile – based representation”, by Hugo Jair Escalante, Esau
Villatoro Tello, Sara E.Garza, A.Pastor Lopez- Monray. This paper proposes the use of profile – based representations
(PBRs) for early text classification of deception. PBR aims to extract/ learn concepts (ie.,artificial dimensions capturing
word usage patterns) from simple co-occurrence statistics using K-Nearest Neigbhors with 51.35% accuracy, SVM with
45.61% accuracy, Neural Network with 65.27% accuracy, Random Forest with 52.02% accuracy, Naïve Bayes- with
66.71% accuracy.[10]
III. PROPOSED SYSTEM
To distinguish the image from the text in our system, we will only utilise one image algorithm. Because the Vector
Support Machine (SVM) is a learnt model of machine that uses splitting methods for two-team separation problems, it
will offer greater accuracy in comparison to the current system.
We will create a train model using regular and unusual phrases and sentences using an algorithm, and this train model
will analyse incoming user postings to determine whether they are typical or contain abusive content.
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IV. SYSTEM ARCHITECTURE

Fig. 1 Architecture of the System
V. MODULES
User module: Users can set up accounts using this module. Users can log into the programme with their account
information and then send and view posts.
Admin module : A user account can be accepted or rejected by an administrator after viewing all registered user
accounts. New harasser/non-harasser messages must be added to the machine learning train dadatset by the
administrator. To execute harasser message detection from the user side, the administrator must run the entire algorithm
or at least SVM. All posts sent by all users can be viewed or tracked by the administrator.
VI. CONCLUSION
Online dating risks are not disregarded because of the high costs to teenagers and the sex business. To be able to
communicate with the child, the groom wants to make a connection with that child.
When it comes to grooming, it is typical for the older son-in-law to act like a young person with comparable interests in
order to establish a rapport based on trust and confidence. For safety, we notice a child abuser in this project. Send a
report to the website administrator as well for consideration.
VII.

FUTUTRE ENHANCEMENT

Our goal is to advance our approaches by providing real-time identification of abusive behaviours with the use of
properly calibrated distributed stream and parallel processing engines. To do this, many computing systems and
modelling methods could be used.
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