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Abstract: In terms of house security, the door is pivotal. To keep the hearthstone secure, the proprietor will keep the door
locked at all times. Still, owing to a rush when leaving the house, the proprietor may forget to lock the door, or they may
be doubtful if they’ve closed the door or not. Wireless security grounded operation have fleetly increased due to the
dramatic enhancement of ultramodern technologies. Numerous access control systems were designed and/or enforced
grounded on different types of wireless communication technologies by different people. Radio Frequency identification
(RFID) is a contactless technology that’s extensively used in several diligences for tasks like access control system, book
shadowing in libraries, tollgate system, forced chain operation, and so on. For enforcing this design, we will be using
Arduino mega 2560 pro mini, a fingerprint sensor, Keypad module. ESP-32 CAM module, RFID sensor, solenoid lock
and ESP8266. We have also created an application for monitoring and controlling the security features of the door lock.
We can also open the door through mobile fingerprint.
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I. INTRODUCTION

Anyone nowadays is concerned about security, whether it is data security or the security of their own home. bio-metrics
authorization proves to be one of the best traits because the skin on our palms and soles exhibits a flow like pattern of
ridges on each fingertip which is unique and immutable. this makes fingerprint a unique identification for everyone. the
popularity and reliability on fingerprint scanner can be easily guessed from its use in recent hand-held devices like mobile
phones and laptops. digital door locks have grown quite prevalent in recent years as technology has advanced and the use
of iot has increased. a digital lock does not require a physical key to operate, instead relying on radio-frequency
identification (rfid), fingerprint, face id, pins, passwords, and other methods to do so. various door locks such as
mechanical locks or electrical locks were designed to attain basic security requirements. basically, these locks can be
easily hacked by unwanted people thereby allowing unauthorized personnel into secured premises. automatic access
control system has become necessary to overcome the security threats faced by many organizations in nigeria. by
installing the system at the entrance will only allow the authorized personnel to enter the organization. the system is not
restricted to main entrance installation, but can be installed at various entrances within the organization to track personnel
movement thereby restricting their access to areas where they are not authorized. radio-frequency identification (rfid) is
an emerging technology and one of the most rapidly growing segments of today’s access control. rfid technology, offers
superior performance over other automatic identification systems and is used in many areas such as public transport,
ticketing, animal identification, electronic immobilization, industrial automation, access control, asset tracking, people
tracking, inventory detection and many more. use of keys which is old method and by use of rfid technology. password
based door lock system provides security for homes through a security password which is confidential for the user alone,
the user will need to enter a password to unlock the door. using all these diverse technologies, we have design a project
based on all of these technology. the project also has its own application called “smart door lock” which connects the
user phone to the door lock. in application there are many options for combination of locks. the user can also open the
door lock using these application through fingerprint of his\her 2 phone. if the user wants to enter, then he\she should use
any of the option to unlock the door and if nothing matches the saved data then the door remains closed. while going
outside the user can set the combination of any of the two features or can also use all the system together to open the
lock. these increase the security of the house, if the unauthorised person wants to open the door then he\she has to enter
both combinations correct to open the door.
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I1. BLOCK DIAGRAM

FIG 2.1 BLOCK DIAGRAM

111.WORKING

The prototype is built using an iterative process that matches the design specifications during the development and
implementation phase. We can create and test in repeating sequences by breaking down the design into little bits. New
features can be developed and evaluated in each iteration until we have a fully functional system that meets the goals.
The prototype have two units i.e. Outdoor unit and Indoor unit. The outdoor unit has all security features like
fingerprint, password and online monitoring. The indoor unit has only child lock feature. Smart door lock with ESP32
CAM uses Internet of Things (loT) technology to monitor front area of the door, and the system also uses the
fingerprint and password protection features and improve home security. Whenever the person presses the bell switch
the owner can see in their phone and can unlock the door. In password based system, the user can set a password
according to their needs. The password which user will enter will saved as set password during installation of the
system. In initial stage the system will get locked and if the owner or any person wants to open the door through the
password he/she can enter the password. The password is then gets checked with the saved password and if the entered
password matches the saved password then the solenoid lock will open, if not then the door remains closed. The
prototype also has fingerprint based system. During the installation the owner will have to enrolled his/her fingerprint
and that fingerprint will be enrolled and will get saved in the system. The owner can also enrol number of fingerprints
of his/her family members so that they can also access the door. Whenever the user access the door through the
fingerprint and when user scans the fingerprint the fingerprint data is then gets checked with the enrolled fingerprints
and if it matches then the solenoid lock opens, if not then it remains closed. The system has child lock system in door
unit. If there are children in the house and the user doesn’t want them to open\access the door from indoor unit so the
user can activate child lock feature so that the door cannot be open from inside unless the child lock system is disabled.
The indoor has a switch to open the door directly from inside without any features as mentioned above. 24 The
application of these system is used to secure the door using any combinations of the present feature to increase the
security of the house. The user can also open the door using the mobile fingerprint sensor through the application or
can directly open the door. The application also has child lock feature so that the children cannot open the door if the
child lock is activated. The user can also see the live stream of the front area of the door in the application.
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IV.RESULT

FIG 4.1 IMAGE OF THE ROJECT

V. CONCLUSION

The main purpose of this project is to build a door lock with many security features as possible and beneficial to each
and every individual. We have built this system using Arduino and ESP-32 Cam module. The system we designed is a
succeed and provides security more effectively.
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