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Abstract: Pseudorandom bit generator (PRBG) is an essential component for securing data during transmission and
storage in various cryptography applications. Among popular existing PRBG methods like linear feedback register
(LFSR), linear congruential generator (LCG), coupled LCG (CLCG), and dual-coupled LCG (dual-CLCG), the latter
proves to be safer. The hardware implementation of this method features a bottleneck due to the involvement of
inequality equations. Initially, a direct architectural mapping of the dual-CLCG method is performed. Since two
inequality equations are involved for coupling, it generates pseudorandom bit at unequal interval of your time that
results in large variation in output latency. Besides, it consumes an out sized area and fails to realize the maximal
period. Hence, to overcome the aforesaid drawbacks, a new efficient PRBG method, i.e., “coupled variable input LCG
(CVLCG)”and its architecture came into existence. The novelty of this method is the coupling of two newly formed
variable input LCGs that generates pseudorandom bit at every uniform clock rate, attains maximum length sequence
and reduces one comparator area as compared to the dual-CLCG architecture. The CVLCG architecture have been
modified again to enable cross coupling in order to achieve high speed and more randomness. The proposed Cross-
CVLCG architecture is implemented using Verilog-HDL and evaluated for randomness using the NIST standard test
tool. Experimental result reports that the method passes the randomness test with a high degree of consistency.
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I. INTRODUCTION

Random number generation, which is a key component in cryptographic applications, is necessary for protecting the
secrecy of information from external attacks by making it unpredictable. There are two types of random number
generators: Pseudorandom number generator (PRNG) and True random number generator (TRNG). Nowadays there
exists the need of random numbers, not only for entertainment purposes but for computer simulations and statistical
sampling, where pseudorandom number has its application. A large set of cryptographic applications like generation of
secret key, generation of seed for a PRNG based system, depend on generation of pseudorandom numbers. PRNGs as it
name signifies, they are not true random numbers, that is they are less unpredictable.

Security and privacy over the internet is the most sensitive and primary objective to protect data in various Internet-of-
Things (10T) applications. Millions of devices which are connected to the web generate big data which will cause user
privacy issues. Also, there are significant security challenges to implement the 10T whose objectives are to attach
people-to-things and things-to-things over the web. The pseudorandom bit generator (PRBG) is an important
component to manage user privacy in loT enabled resource constraint devices. A high bit-rate, cryptographically secure
and enormous key size PRBG is difficult to achieve thanks to hardware limitations which demands efficient VLSI
architecture in terms of randomness, area, latency and power.

The PRBG is assumed to be random if it satisfies the fifteen benchmark tests of National Institute of Standard and
Technology (NIST) standard. The outputs of such generators could also be utilized in many cryptographic applications,
like the generation of key material. Generators suitable to be used in cryptographic applications may have to satisfy
stronger requirements than for other applications. In particular, their outputs must be unpredictable in the absence of
knowledge of the inputs.

First cryptographically secure pseudorandom number generator [7], in terms of unpredictability, was introduced by Adi
Shamir in 1981 who is one among the inventors of RSA [8]. Shamir uses the core concept of RSA i.e. the matter of
integer factorization to make sure the safety of his new CSPRNG, with the idea of the strength of this CSPRNG is like
the safety of the RSA cryptosystem due to intractability of the matter of integer factorization. On the opposite hand,
since it uses modular exponentiation of giant numbers, makes some time also as not suitable for practical applications.
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Zenner et. al.[4] and Stern et. al.[5] reported, linear feedback register (LFSR) and linear congruential generator (LCG)
are the foremost common and low complexity PRBGs. However, these PRBGs badly fail randomness tests and are
insecure thanks to its linearity structure. Numerous studies on PRBG supported LFSR, chaotic map and congruent
modulo are reported. Among these, Blum-Blum-Shub generator (BBS)[6] is one among the proven polynomial time
unpredictable and cryptographic secure key generator due to its large prime factorize problem. Although it’s secure, the
hardware implementation is sort of challenging for performing the massive prime integer modulus and computing the
massive special prime integer. There are various architectures of BBS PRBG, discussed in Panda et. al.[7] and Lopez
et.al.[8]. Most of them either consume an outsized amount of hardware area or high clock latency. Blum Blum Shub
(B.B.S.) may be a pseudorandom number generator proposed in 1986 by Lenore Blum, Manuel Blum and Michael
Shub (Blum et al., 1986). Blum Blum Shub takes the form: Xn+1 = X 2" mod n Where n = p x q is that the product of
two large primes p and g. At each step of the algorithm, some output springs from Xn.1; the output is usually the bit
parity of Xn+1 0r one or more of the least significant bits of Xn+1. The two primes, p and g, should both be congruent to 3
(mod 4) (this guarantees that every quadratic residue has one square root which is additionally a quadratic residue) and
ged(e(p—1),p(q—1)) should be small (this makes the cycle length large).

A bit “1” is output if the primary LCG produces an output that’s greater than the output of the second LCG and a touch
“0” is output otherwise. Breaking this scheme would require one to get the seeds of the 2 independent generators, given
the bits of the output bit sequence. The problem of uniquely determining the seeds for the CLCG requires

(M a knowledge of at least log, m? (m being the LCG modulus) bits of the output sequence

(i) the solution of at least log, m? inequalities where each inequality (dictated by the output bit observed) is
applied over positive integers.

To mitigate the aforesaid problems of LFSR and LCG based PRNGs, a low hardware complexity coupled LCG
(CLCG) has been proposed in Katti et. al[9]. The coupling of two LCGs in the CLCG method makes it more secure
than a single LCG and chaotic based PRBGs that generates the pseudorandom bit at every clock cycle. Despite an
improvement in the security, the CLCG method fails the discrete Fourier transform (DFT) test and five other major
NIST statistical tests. DFT test finds the periodic patterns in CLCG which shows it as a weak generator. To amend this,
Katti et al. [10] proposed another PRBG method, i.e. dual-CLCG that involves two inequality comparisons and four
LCGs to generate pseudorandom bit sequence. The dual-CLCG method generates one-bit random output only when it
holds inequality equations. Therefore, it is unable to generate pseudorandom bit at every iteration. Hence, designing an
efficient architecture is a major challenge to generate random bit in uniform clock time.

Il. ARCHITECTURE AND DESIGN DETAILS OF CVLCG METHOD

To overcome the aforesaid shortcomings in the dual-CLCG method and its architecture, a new PRBG method and its
architecture have been designed. The coupling of two or four LCGs is the main principle for generating a
pseudorandom bit sequence in the CLCG and dual-CLCG methods which make them more secure than any other linear
PRBGs. Therefore, the same coupling concept is used as post-processing in the proposed PRBG method for generating
pseudorandom bit at every iteration. Before post processing, a new formulation of congruential equation is used instead
of using LCG. The new form of congruential generator is the class of LCG in which a constant parameter is replaced
with a variable input parameter and is defined as follows,

Xis1 = a1XX+p; mod 2" 1)
Yit1 = azxyi'l'qi mod 2" (2)

The newly formed equations (1) and (2) are named as variable input linear congruential generators (Vi-LCG), where,
the variable parameters and are obtained from two different LCGs and are defined as,

Pi+1 = asxpi+bs mod 2" 3)
Qi+1= asXQi+bs mod 2" (4)

The pseudorandom bit sequence Z; is obtained by using the inequality equation (5) in the post processing as follow,
Zi={1,if xis1>yitl; 0, else (5)

Where,
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Bi ={1, if xi+1>yi+l O, else;
Ci={1,ifpi+l > qi+l 0, else

Here, a1, b1, az, b, a3, bs, as and by are the constant parameters; Xo, Yo, Po and o are the initial seeds. The mathematical
equations (1) and (2) signify the congruential modulo 2" addition process where the variables pi and g; are separately
calculated from two LCGs as specified in equation (3) and (4) respectively. The pseudorandom bit is obtained by the
comparison of two Vi-LCG outputs xi+1 with yi+1 as stated in equation (5) in the post processing stage. Since only one
inequality condition involves in the PRBG method, it generates a pseudorandom bit at every iteration without skipping
any value at the output. Moreover, it reduces one comparison process and one tristate logic as compared to the dual-
CLCG method. Due to coupling of two variable-input LCGs, the PRBG method is referred as “Coupled Vi-LCG” or
“CVLCG” in short. The architecture is shown in figure 1.

IVi-LCG

Fig 1: VLSI Architecture for CVLCG Method
I11. VLSI ARCHITECTURE OF THE CROSS-CVLCG METHOD

An efficient VLSI architecture of the Cross-CVLCG method is developed to obtain the pseudorandom bit at equal
interval of time. The architecture is developed by mapping the two variable input LCG (Vi-LCG) equations and one
inequality equation as shown in Fig. 2. The architecture mapping of Vi-LCG is highlighted with a dotted line box. It
computes n-bit binary output xi+1 and yi+1 from (Xi,yi) and (pi,gi) respectively. The multiplication in the Vi-LCG and
LCG equations is implemented with logical shift operation and three-operand adder when a; = (2"+1) is considered. The
inequality equation (5) is realized with a binary comparator that compares the n-bit binary output xi+; with yi.1 and
produces one-bit output z; in every equal interval of time. The architecture consumes the area of four n-bit multiplexers,
four n-bit registers, four n-bit three-operand modulo 2" adders and one n-bit comparator.

It is observed that the Cross-CVLCG architecture significantly reduces the area of one comparator when compared with
the architecture designed for the dual-CLCG method. Furthermore, it generates pseudorandom bit at every uniform
clock cycle, whereas the architecture developed for the dual-CLCG method is unable to generate pseudorandom bit at
every uniform clock rate.

The coupling of two or four LCGs is the main principle for generating a pseudorandom bit sequence in the CLCG and
dual-CLCG methods which make them more secure than any other linear PRBGs. Therefore, the same coupling
concept is used as post-processing in the proposed PRBG method for generating pseudorandom bit at every iteration.
Before post processing, a new formulation of congruential equation is used instead of using LCG. The new form of
congruential generator is the class of LCG in which a constant parameter is replaced with a variable input parameter.

Linear congruential generators (LCGs) of the form x;.1 = a X; +b (mod m), have been used to generate pseudorandom
numbers. However these generators have been known to be insecure. This implies that if a small sequence of numbers

generated by an LCG is known then it is possible to predict the remaining numbers in the sequence that will be
generated. Thus it is propose to generate a secure pseudorandom bit sequence by cross coupling two LCGs as follows.
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A 1 is output if the first LCG produces an output that is greater than the output of the second LCG and a 0 is output
otherwise.

Fig 2: VLSI Architecture for Cross-CVLCG Method-1

The proposed architecture consumes the area of four n-bit multiplexers, four n-bit registers, four n-bit three-operand
modulo 2" adders and one n-bit comparator. The output of the second LCG is coupled to the input of the first one and
vice versa, hence cross coupling is done. Before post processing, a new formulation of congruential equation is used
instead of using LCG. The new form of congruential generator is the class of LCG in which a constant parameter is
replaced with a variable input parameter.

Also the architecture can be modified to get more randomness by coupling the controlled LCG part too. That means the
output of the fourth LCG can be coupled to the input of the third LCG.

ol .z
M

Fig 3: VLSI Architecture for Cross-CVLCG Method-2

In both of the cross-coupled cases the system will be tend to more pseudorandom as it will be having some of the
behaviour of a flip flop and will be generating more random sequences.
IV. IMPLEMENTATION RESULTS

The CVLCG method and Cross-CVLCG methods are simulated on Xilinx Vivado Software tool on Virtex5, Virtex7
and Zyng-7000 FPGA devices. This section presents the physical implementation results of the CVLCG method and its
cross-coupled modifications of 16-bit word size. Further, the statistical test for randomness is performed on the
captured random bit sequences by using the MATLAB tool for measuring randomness. The CVLCG design and the
proposed Cross - CVLCG design of 16- bit word size is implemented on Xilinx Virtex5, Virtex7 and Zyng-7000 FPGA
devices to ensure a fair comparison. The performance on Virtex7 and Zyng-7000 FPGA devices reports the same
results due to both fabricated with same 28nm process technology. The proposed Cross - CVLCG architecture is
compared with the existing CVLCG PRBG methods considered for the timing comparison in Table 1.
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Table 1 : Delay Comparison Between CVLCG and Cross-CVLCG Methods

Method Critical Path Delay
CVLCG Method 7.478 ns
Cross-CVLCG Method-1 7.002 ns
Cross-CVLCG Method-2 6.217 ns

The FPGA implementation results show that the CVLCG architecture is indeed capable of generating
pseudorandom bit with the latency of one clock cycle and less hardware resources. The battery of randomness runs test
results report that it successfully passed with a high degree of consistency. The advantages such as less area, low
latency, low power, long period, pseudorandom bit generation at the uniform clock rate and a high degree of
randomness in the proposed Cross - CVLCG method makes it suitable for real-time secure information exchange and
data security in the light weight 0T enabled smart devices.

The device utilization of all the resources used in the design in all the three methods are enlisted in the below table.
Table 2: Device Utilization Summary of CVLCG Method

Resource Utilization Auvailable % of Utilization
Slice LUTs 567.0 53200.0 1
Slice Registers 714.0 106400.0 1

The randomness properties of binary sequences can be evaluated using a battery of statistical tests provided by the
standard NIST 800-22 [12]. The tests statistically determine if a given binary sequence is consistent with the output of a
random sequence, the null hypothesis being that the sequence is random. The NIST Test Suite, consisting of 15 tests, is
a statistical package that tests the randomness of (arbitrarily long) binary sequences. These sequences can be produced
either by hardware or by software based random number generators.

MATLAB can be used to test whether a sequence is random or not. Run test can be performed to check
whether the sequence generated are random or not. The test is based on the number of runs of consecutive values
above or below the mean of x. The result h is 1 if the test rejects the null hypothesis at the 5% significance level, or 0
otherwise.

The statistical test for randomness, i.e, The Runs Test for the existing CVLCG method and the proposed
Cross-CVLCG methods are done on MATLAB. The returned value of h = 0 indicates that runstest does not reject the
null hypothesis that the values in the array X, which contains the generated pseudorandom numbers are in random
order.

V. CONCLUSION

The aim of this work is to develop an efficient hardware architecture for generating pseudorandom bit sequence by
targeting the 10T enabled applications. Initially, the dual-CLCG algorithm is studied to perform its hardware
architecture. However, it experiences the drawbacks of generating pseudorandom bit at an unequal interval of time that
lead to varying in the output latency and also fails to achieve the maximum length period. Therefore, the aforesaid
drawbacks are overcome by proposing a new efficient PRBG method, i.e. “coupled variable-input LCG (CVLCG)” and
its VLSI architecture. The CVLCG method is developed by coupling of two variable-input LCGs, which generates
pseudorandom bit at every iteration and also attains the maximum length sequence. Moreover, it saves one comparator
area in comparison to the dual-CLCG architecture. Indeed the CVLCG architecture is modified by enabling the cross-
coupling in order to achieve more randomness and high speed. The cross-coupling is done on the controller CVLCG
part and as well as controlled CVLCG part.

The behavioural results show that the proposed Cross-CVLCG architectures are indeed capable of generating
pseudorandom bit with the latency of one clock cycle and less hardware resources. The critical path delay for the
existing CVLCG method and the proposed Cross-CVLCG methods have been analysed and the delay for the existing
CVLCG method is estimated to be 7.478ns and that of the Cross-CVLCG method-1 has a time delay of 7.002ns.
Among the three methods implemented the Cross-CVLCG method-2 is found to be more faster and the critical path
delay is estimated to be 6.217ns. The device utilization summary had shows that the number of LUTs are less compared
to the previous PRBG methods and thus having less area. The randomness analysis has done using the Runs Test and
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the result shows that the three implemented methods are random and among the three methods Cross-CVLCG method-
2 is found to having more randomness.

The advantages such as high speed, less area, low latency, long period, pseudorandom bit generation at the uniform
clock rate and a high degree of randomness in the proposed Cross-CVLCG methods makes it suitable for real-time
secure information exchange and data security in the lightweight 10T enabled smart devices and in other cryptographic
applications.
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