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Abstract: Counterfeit medications are known as the medications that were manufactured for the purpose of deceptively 

representing as authentic, effective and original in the market. Such medications cause severe health issues for patients. 

Counterfeited drugs have an inimical effect on the human health. The legal manufacturing companies also face threats to 

their revenue loss due to these counterfeited medicines. In this paper, we introduce a novel authentication protocol for 

anti-counterfeited drugs systems based on Internet of Things (IoT) to help checking the validity of drugs ‘‘unit dosage’’. 

Our protocol uses the near-field communication (NFC) as it is convenient for mobile environment. The protocol also 

offers reliable update phase for NFC. Furthermore, our scheme is complemented with performance evaluation along with 

the use of random oracle model for formal security analysis. We also evaluate our protocol broadly using PyCharm tool. 

Results show that proposed protocol resists most of common related flaws almost in equal computing cost with more 

added security features. 
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I. INTRODUCTION 
 

The broad majority of business extensively utilizes the innovative technology of Internet of Things which is persuading 

almost every facet of the world. However, the nature of public communication over the Internet makes the objects and 

devices of IoT vulnerable to numerous cyber- attacks. Moreover, various standard solutions of security developed for 

enterprise systems are not efficient and implementable to IoT devices. This becomes even more serious in the case of 

sensitive and critical systems such as anti-counterfeiting which is constructed by the use of IoT infrastructure. As a result, 

the critical systems of IoT based anti-counterfeiting face various protection and security challenges. Therefore, it is 

crucial to observe IoT specific security attacks and develop a reliable, scalable, and secure mechanisms of security. WHO 

also estimated that the utilization of counterfeit products has caused almost 100,000 deaths in Africa in a year. According 

to the British “International Policy Network”, there were almost 700,000 death cases in a year due to utilization of 

tuberculosis and malarial medicines. Counterfeiting can happen with local as well as branded products. 

 

II.         LITERATURE SURVEY 

 

Several organizations of various countries are trying to overcome the problem of counterfeited drugs. According to 

Xinhua News Agency of China, China is utilizing the technology in which each medicine package that is sealed with 

anti-counterfeit labels are traced and recognized. The border posts and airports in African countries use hand-held 

spectrometer, known as True-Scan, for the detection of counterfeit drugs with the help of their chemical composition 

analysis. Counterfeit drugs are also being detected by the simple and free-text message technologies. Companies such as 

Sproxil and mPedigree Network developed a system in which the labels on medicine packages with an encrypted code is 

used by the legal medicine manufacturing companies. The label on the drug package is scratched-off by the user who 

wants to buy that drug and send the code to the company’s system which checks the authenticity of medicine packet 

without any cost. After the verification of medicine packet, the system sends the response message to that user, whether 

the drug is fake or actual. Therefore, the drug package is known to authentic easily by the customer without any cost. 

But, the issue is that, this technique needs a lot involvement of user as it is not automated because users are required to 

remove the label and then to write the code and sending to the system [1]–[3]. Radio Frequency Identification (RFID) 

allows the identification of different items that use radio waves. A RFID reader usually communicates with RFID tags 

which have microchips containing the digital information [5]. To prevent counterfeiting, the anti-counterfeiting 

technology based on RFID has evolved as a powerful tool, because it has generally used anti-counterfeited approach (for 

example, chemical markers, finger-prints, shifting-inks, and colours). However, the automatic validation of authentic 
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products are not used by these methods. The technology that enables different devices for communicating directly with 

each other without any use of central infrastructure networking (i.e. base station and access point) is known as Device-

to-Device (D2D) communication [6]. Some common applications of D2D communications depend on Wi-Fi direct, blue-

tooth and near field communication. NFC is a high frequency short-range wire-less communication technology, in which 

NFC enabled devices can communicate with each other up-to 10cm distance. The small amount of data is stored in 

microchips of NFC tags for transmitting to another NFC supported devices, like mobile devices. The technology of NFC 

is an enhanced version of the current RFID technology. Such technology provides facility to single device for containing 

both the interface of a reader and smart card. The data can easily be shared between NFC-based devices [7]–[9]. Recently, 

numerous authentication schemes have been developed for the networks of wireless sensor and ambient-assisted living 

system [10]–[17]. A new anonymous authentication scheme is presented by Yan et al. [18] in which trust levels and 

pseudonyms are authenticated in order to provide reliable social networking with secured privacy. Afterwards, various 

anti-counterfeiting techniques based on RFID have been proposed [5], [19]–[23]. But, the most existed anti-counterfeiting 

protocols based on RFID are insecure and having various flaws, like main-in-the middle, replay and reader impersonation 

threats. Some of them do not have sufficient capability for the mobile environment, also do not have adequate RFID 

changing phase with non-user-friendly environment. The anti-counterfeiting methods based on NFC are very helpful for 

mobility environment which have no requirement of card reader as customers just need a mobile device with enabled 

NFC to interpret the information saved in NFC-tag and transmits to the service provider. In our protocol, after every 

successful transaction or process of verification, the NFC tag record is updated in the repository. If there is a number of 

repositories between the user and the manufacturing company, then at every repository, the transaction of each NFC tag 

is required to be updated. These records are maintained at distributed database servers. These updated records can be 

observed by the respective database administration that where, when, and who updates the NFC tag. It also checks 

whether a legal party updates the NFC tag or not. A new authentication protocol for the system of drug anticounterfeiting 

in IoT environment is presented in this paper. Our protocol has the capability for the validation of online drug dosage 

forms with the help of mobile device. The counterfeiting of drug dosage forms are prevented by the proposed scheme. 

The protocol offers a secure and robust mechanism of mutual-authentication between the server and NFC tag attached to 

the form of drug dosage. In the proposed protocol, the NFC operated on mobile devices is used as an interface between 

the server and the NFC tag that helps in reading the stored information in NFC-tag and transmits this info to the server. 

Then, drug dosage forms are authenticated by the server and the response message is sent to the user of NFC enabled 

mobile device. At the end, the customer can easily take his decision after receiving the response from the server whether 

the drug is able to purchase or not. 
 

                                                                                                                                                                                                                              

III.     METHODOLOGY 
 

 

FIGURE: BLOCK DIAGRAM OF PROPOSED SYSTEM 
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Steps: 

 

Step 1: When the anti-counterfeit system is accessed with the help of computer or mobile device by the end users then 

this procedure launches.   

Step 2: The product NFC is provided by the end users. This NFC is decrypted by the system of anti-counterfeit.   

Step 3: The information about expiry date and specific code of the product is recovered and authenticated after decrypting 

the NFC.  Step 4: The results can be recovered and viewed by the end users with the help of specific product code.   

Step 5: At the last step of authentication method, the ultimate user is checked by the system, then the sold status of product 

is checked by the system if he is customer.   

Step 6: The product item is set as sold status after authenticating the product successfully in order to identify the same 

product whether it is counterfeit or original.  

Step 7: The product track record is updated by the system, if distributors and retailers are the end users. And in this case 

the sold status of product is not set by the system.  

 

Methodology:  

• Anti-counterfeit portal helps the end users such as distributors, retailers and consumers to check the authenticity of 

the drug packet through computer or mobile device.   

• The status of the product with particular tag can be verified by the customers. If the product with particular tag is not 

already sold then the customer is intimated through message that the product is genuine.   

• This successful verification proceed and the product purchase status is set to sold with the that particular tag.   

• However, if the sold status is already found set then customer is immediately intimated that the product you are going 

to purchase is fake or tempered.   

• Instantly an alert message is also sent towards the manufacturer about this event.   

• The authentication process is facilitated by a unique NFC tag which is placed on each product.   

• These properties help the customers to check whether the status of the product is set as sold in early or not. If the 

status is set earlier then obviously the drug product is counterfeited so in this way the system gives the warning to the 

manufacturer and the user.  

• The information about the original product in the system must have to be maintained by manufacturer, so that the 

authentication is facilitated.   

• Then the system engenders a unique NFC for each item. The specific database of concerned system is used to keep 

the product related information.   

  

IV.             INTERACTION AND WORKING 

 

 
 

FIGURE: GENERIC ARCHITECTURE OF THE ANTI-COUNTERFEITING SYSTEM 
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The interconnection of different objects and devices through the Internet is known as Internet of Things. The cloud and 

IoT based systems for anti-counterfeit are realised by developing a portal for anticounterfeit. Such system design is shown 

in Fig. 1. The existence of the portal ensures to customers that the drug that they are about to purchase are legitimate and 

not injurious to health. The system is used by the manufacturers, retailers, distributors, and customers.    

The interaction and working of these users are elaborated as follows.   

1) ADMINISTRATOR   

   The policies of the mechanism of anti-counterfeit is described by the administrator. The privileges are set by him to get 

access to the system. The system of code generation is maintained by the administrator and also the web services are 

provided to end users and clients by only him. The database of user’s information and the data which helps to enable the 

authentication of product, is maintained by the administrator. The description of the product given by the manufacturer 

are also certified by the administrator so that fake drug products can easily be identified by the customers by scanning 

the purchased product. Moreover, the service or system updates can be offered by the administrator.   

  

2) MANUFACTURER   

    The drug products are registered and the related details are entered in database by the web services. The system 

engenders a particular code for each drug product. Only corresponding manufacturer can access that unique code. That 

code is printed on related drug item in order to facilitate the authentication of each drug product using database that is 

maintained on the main server at the manufacturer end.  

  

3) END USERS   

    Retailers, customers and distributors are assumed as ultimate users and the role of these end users are elaborated as 

follows:   

i) Retailers and distributors:   

    From manufacturers to customers, the process of drug tracking and delivering is the responsibility of retailers and 

distributors. The received product is authenticated by them and the tracking record of drug products are also updated by 

them on the database using APP or text message through an Internet browser or mobile device. If the tracking record is 

maintained at each level, then in the future, it can help to trace that at which level it is counterfeited.   

ii) Consumer:   

    The originality of drug product using APP or text message can be checked by consumers with the help of computer or 

mobile. To verify the validity of the drug product by the anti-counterfeit system, the uncommon NFC tag is provided by 

customers. If the product is successfully authenticated then the condition of status in database is set as sold automatically, 

in order to prevent counterfeit. So, in this way, they can claim for the counterfeited product, if the status is already set to 

sold or authentication of product is not valid. Furthermore, the product feedback can be directly provided by the consumer 

to the manufacturer.  

 

V. CONCLUSION 

 

  We introduced a novel authentication protocol for anti-counterfeited drugs systems based on Internet of Things. The 

scheme helps to check the validity of the drugs. It has been demonstrated that our proposed protocol is able to resist all 

the known attacks while preserving the novel approaches and functionalities. Furthermore, the security analysis shows 

that proposed protocol offers a better security and thus protect against most common attacks. The analysis of performance 

evaluation and formal security indicates that our protocol is also comparably better in term of computation cost and 

communication overhead. Additionally, the protocol has been evaluated using PyCharm tool. In general, proposed 

scheme can be considered suitable for the anti-counterfeited medicines for added security features it provides.  
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