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Abstract: Cryptography plays a key function in protecting data, integrity, and confidentiality in the data system. Mainly
cryptography is classified as symmetric and asymmetric. The combination of both is known as sessional keys. The dynamic key
has the advantage over the sessional key as the session duration problem will not be affecting it and there is no key exchange
between the sender and receiver in each session. The dynamic key can be symmetric or asymmetric and the symmetric dynamic
key is used in this project. The dynamic key-based phase and permutation encryption scheme are analyzed in 4G technology
which uses an OFDM based communication system. The encryption is applied to post-IFFT in OFDM based 4G technology.
Performance is analyzed in terms of BER of both dynamic key-based encryption scheme.
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I INTRODUCTION

Cryptography plays a key function in securing data, integrity, and confidentiality. The word cryptography came from the ancient
Greek words ‘crypt” means ‘hidden’ and ‘graphy’ means ‘writing’. Hence cryptography is the technique of securing the facts and
communication device in which the usage of a few mathematical standards and set of rule-primarily based calculations known as
algorithm unique messages or statistics are converted to another shape called encrypted data which can be decrypted at the
receiver side the usage of the right decryption method. The key is a secret password that is used for encryption and decryption.
There are two sorts of key in cryptography, symmetric and uneven keys. In symmetric-key cryptography, the keys can be equal on
the sender and receiver aspect and it is the oldest and only form of encryption. The main disadvantage of symmetric key
encryption is that they have to exchange the key between the sender and receiver. In asymmetric key cryptography, both the keys
will be different and it is also known as public-key since anyone can send the message but they can be only decrypted by the one
who is known as the receiver. The asymmetric key uses longer keys than the symmetric key cryptography to provide better
security which causes slower encryption and decryption.

Session keys are the combination of these two keys wherein each session the keys will be changing and its performance depends
on the session duration. Key exchange will be occurring in the session keys, hence degrades its security. For these demerits, there
is a need for dynamic key encryption technique which is almost similar to session key but there will not be any key exchange. The
system performance in terms of BER in the 4G system is analyzed. Dynamic phase and dynamic permutation encryptions are
applied in the 4G OFDM system. Dynamic encryption schemes can be applied either post or pre IFFT. The key generation scheme
for dynamic key includes 2 steps: Initial key generation and repeated key generation. In an initial key generation, the first set of N
dynamic keys are generated and can be used for encryption and decryption process. The repeated key generation will be generated
only if an attacker is trying to generate the dynamic keys or receiver itself is trying to generate the dynamic key for the second
time. In such a case a new set of N dynamic keys will be generating and using that encryption or decryption will not be
successfully occurred.

1. OFDM SYSTEM MODEL

4G is the fourth generation of broadband cellular network technology, succeeding 3G[11]. Even though the first-release Long
Term Evolution (LTE) standard was commercially deployed in Oslo, Norway, and Stockholm, Sweden in 2009, and has since
been deployed throughout most parts of the world, It has been debated whether first-release versions should be considered 4G
LTE[11]. In 2005, OFDMA transmission technology is chosen as a candidate for the HSOPA downlink, later renamed 3GPP
Long Term Evolution (LTE) air interface E-UTRA[11].

The system model of the OFDM transmitter is shown in Fig.1[1]. The input data is first split into Mxr data bits, upon which IFFT
is applied and again converted back to the serial bitstream. Each r bit data is known as sub-channels in which they are orthogonal
to each other. After converting back to serial data stream cyclic prefix is added to reduce the effect of ISl since it acts as a guard
band. Then the data is converted to an analog signal which can be modulated with suitable modulation technique. Adequate power
can also be allocated for the signal before transmission to reduce fading.
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Fig. 2 OFDM Receiver[1]

has to be done.

The block diagram of the OFDM receiver is shown in Fig. 2. Here the received signal is demodulated, converted to the parallel
data stream and FFT is applied to it. Then the signal is converted back to serial. For removing cyclic prefix, suitable equalization

I11. INITIALDYNAMIC KEY GENERATION

The dynamic key generation process includes two steps: the initial dynamic key generation and the repeated dynamic key
generation. The initial dynamic key generation can be divided into four following steps as in Fig. 3.

Alice Bob
EK, IK

SIS
{TK,, TK;, , TKL}EK
SEIEANES
SK = IK&TK; 9 TK;® ... 6TK,,

SK = IK 8TK; #TK, @ ... 6TK,,
‘ SK ‘TKI TKy | .. ‘TKm‘ ‘ SK ‘TKl TK, | ... ‘TKm‘

/‘ A ’ \

r/ \\ / \\
/ DK=f(SK, , , ) Y / DK=f(SK, ., , \
‘DKL DK, | DK DK4‘ ‘DK,]‘ ‘DKl DK;‘DK; DKQ‘ ‘DK,.

Fig. 3 Initial Dynamic Key Generation[10]
o Step 1: Alice and Bob alternate keys EK and IK via a secure channel[10].
e Step 2: Alice randomly generates m initial temporary keys TKj, ..., TK,,and sends the message to Bob, encrypted by using
EK[10].
A - B:{TK,,..., TK,JEK, h{TK, @ TK, ®...® TK,, ® EK}
o Step 3: Both Alice and Bob compute a seed key SKfrom the initial key /Kand the temporary keys TK;, ..., TK,, using bit-
wise exclusive or operation[10]. SK = IK @ TK; D...® TK,,
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e Step 4: All the dynamic keys can be generated by using the below equation[10].
DK, = f(SK,TK;....,TKy_1, TKy,)

DK, = f(SK,TK,....,TK,,, DK;)

DK; = f(SK,TKs....,DK;, DK,)

DK, = f(SK,DKy_....,DK,_5, DKp_1)
IV. REPEATED DYNAMIC KEY GENERATION
Once the initial dynamic key generation process is executed then only the repeated dynamic key generation process will be

processing, ie if the attacker tries to retrieve the dynamic key sequence. The steps for the repeated dynamic key generation are
listed below.

Alice Bob
DKay+1, DKyss DKg+1, DKz
EK, IK EK, IK
NK,;=h(DK,-21K) NK;=h(DK,+; ® 1K)
NK,=h(DK,+,®EK) NK,=h(DK,.,®EK)
SKy. SKs {SK,, SK;}NK;
e ~ > SK;, SK;
TK, |TK, | ... |TK, TK, |TK, | ... |TK,
SK = NK,®SK; ®SK, SK = NK,®SK; @SK,
SK |TK; |TKs | ... |TKm SK |TK, |TK; | .. |TKa
1 \ i Ay
/ Ay / A
I AY / \
/ . R \ / R ., \\
/ DK;=f(SK, , , ) y / DK;=f(SK, , , ) \
DK, |DK; |DK; | DK, | .. |DK, DK, |DK; |DK; |DKs| .. |DK,

Fig. 4 Repeated Dynamic Key Generation[10]

o Step 1: Both Alice and Bob calculate two extra dynamic keys from the old sequence[10].
DKni1 = f(SK,DKy_ms1...., DKn_1, DK;))
DKy 4; = f(SK,DKp-m+2---., DKy, DKy 1q)

Using them to compute two new initial key using the use of a one-way hash function h(.)[10].
NK, = h(DK,., ®IK )
NK, = h(DK,., ® EK )

e Step 2: To generate the new sequence of the dynamic key, Alice and Bob need m new temporary keys which can be
generated using the below equation:
TK{ = h(DKp—m+4 @ SK1)
TK; = h(DKyp—m+s © SK;)

TKp-1 = h(DKyy, © SK)
TKy = h(DKyyy @ SK)
o Step 3: Both Alice and Bob compute a new seed key SK' from the key NK,and the session keys SK;,SK, using bit-wise
exclusive or operation[10].
SK' = NK, @ SK, @ SK,
o Step 4: Generate a series of dynamic keys - this step is the same as Step 4 in the initial dynamic key
generation scheme[10]. The new seed key SK'and the new set of temporary keys TKj,..., TK,,are used to calculate the brand new
series of dynamic keys DKj, ..., DK,,
DK! = f(SK',TK],...,TK.,_,, TK.)
DK, = f(SK',TK;,..., TK,,, DK))
DK} = f(SK',TK3, ..., DK{, DK;)

DK}, = f(SK',DK}_p, ..., DK},_5, DK},_1)
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V. DYNAMIC KEY ENCRYPTION SCHEME

A. Dynamic Permutation Encryption Scheme
Algorithm 1: Dynamic Permutation Encryption

while i = ] 10 o do
t[2i — 1] =Re(X[i]);
t[2i] =Im(X[i]):

end

while i = [ 10 2a do
temp = il;
1fi] = tl=[il);
tlrli]] = temp;

end

while i = [ o a do

| Di] = t[2i = 1] + j  t[21];

end

Permutation encryption is an encryption technique where a simple swapping operation is introduced in-turn to achieve a random
permutation/interleaving. The random perturbation depends on the CSI between legitimate users. To implement the dynamic
behavior, in each instance the real and imaginary terms are splits and introduce the swapping operation. Afterward, they will
combine to get the dynamic key sequence. The algorithm for the same is described in algorithm 1.

B. Dynamic Phase Encryption Scheme

The pseudo-code for dynamic phase encryption is described in algorithm 2. Two pseudo-random sequences a and b are generated
using secure stream ciphering, where a is multiplied by the real part of the time domain signal, and b is multiplied by the
imaginary part[1]. Both a and b should be transformed to bipolar. To implement the dynamicity, real and imaginary terms are
swapped before multiplying with the a and b sequence.

Algorithm 2: Dynamic Permutation Encryption

while i = / 1o a do

R[i] =Re(X[]);

Ii] =Im(X[])s

if c[i] == 0 then
temp = R[i];
R[i] = I[i];
I[i] = temp;

end

R[i] = R[i] x a[d];

ITi] = I[¢] = b[i];

DIl = Rlil + j x 1[i];

end

VI. CONCLUSION

Cryptography plays a key function in securing data, integrity, and confidentiality. There are two sorts of keys in cryptography:
Symmetric and Asymmetric. Session keys are a combination of these two. The dynamic key is almost similar to session keys but
there will not be any key exchange between the sender and receiver. Dynamic key encryption techniques have better performance
than symmetric, asymmetric and session key encryption schemes. Dynamicity can be implement in many encryption schemes.
When dynamic phase and dynamic permutation encryption schemes were introduced in the MIMO 4G channel with the OFDM
multiplexing technique, performance is found that at lower SNR value both encryption scheme shows almost similar BER rate.
But on increasing the SNR value Phase encryption is dominating.
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