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Abstract:In this article, a visual cryptography method has been presented which exhibits significant improvement over
previous approaches in terms of computation cost, volume of information and the quality of the recovered images. By
means of this algorithm, JPEG images, without having to be decompressed and then encrypted, are directly converted to
distinct shares and placed within other images as covered images. In this way, it is no longer necessary to decompress the
JPEG image and to encrypt each share separately and this cuts down on computation overhead. Another advantage of our
work is that, contrary to previous methods which were used to conceal two pieces of share images in other images with 9
times the size, here we were able to conceal them in images with a smaller size (i.e. 4 times the size). Also in contrast to
lower quality of covered images in previous methods, in this approach, no tangible change of quality is noticed in covered

images and thus, they don’t raise the curiosity of the invader.
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I. INTRODUCTION

Visual cryptography is an encryption method in which a
secret image is hidden onto several other images (each of
which called a share); and by attaching k share images to
each other, the original secret image can be recovered, using
a key. The simplest visual cryptography method which used
combination techniques was first described by Shamir et al.
[1]. The keys of this method were later studied by Blakley
[2]. Then in [3], a protocol was presented based on visual
cryptography through which access control could be
implemented. In another article, this type of encryption
(visual cryptography) has been wused for different
applications including the confirmation of identity [4]. One
of the positive features of this methodis using of it in the
other application such as authentication [5-6]. Some aspects
as its low volume of computations; therefore, identification
can be confirmed quickly, and service refusal due to
identification problems in wireless systems such as WiMAX
can be prevented. This method can also be used in E-
banking [7-8]. In this process, in general, first the client
signature is prepared as an image, which is then divided into
multiple shares. Each share is given to a distinct individual,
and to draw from an account, for example, all those people
should put their shares together to reconstruct the original
signature image.

Borchert [9] proposed a method through which messages
could also be transmitted in secret, by using visual
cryptography. In [10], this method was also used for the
encryption of JPEG images. Then Yu [11] presented a more
complex method for the encoding of an image, which
despite making the image more complicated and imposing
more calculations, enjoyed a higher level of security. This
trend led to the development of simpler approaches in [12].
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In this article, we have used JPEG images, and without
decompressing them, have concealed these within other
images (called covered images) using the visual
cryptography method. In this approach, contrary to other
methods that used an expansion factor of 9, the JPEG images
have been optimally concealed in other images using a factor
of 4. In this way, the image size has diminished 2.25 fold,
but the image quality has not been altered.

This paper has been organized as follows. In the next
section, the principles of visual algorithm have been
described. Section 3 deals with the proposed algorithm. In
section 4, the simulation of the proposed algorithm is
presented, and the conclusion is given in section 5.

I1. PRINCIPLES OF VISUAL CRYPTOGRAPHY ALGORITHM

This type of cryptography can somehow be regarded as a
one-time pad key combination which is very secure and
unbreakable [1,13]. In this method, the image is divided into
two shares with each of them has a random distribution of
black and white dots. The first share can be considered as
the key and the second share, as the encrypted text.
Decoding will be possible by having both of the shares.

Here The method’s procedure for the black and white
(binary) images is explained. First, every image pixel is
divided into smaller blocks so that there are equal numbers
of black and white blocks. For example, if each pixel is
divided into two blocks, the first block should be white and
the second block should be black. Or in case each pixel is
divided into 4 separate sections, 2 sections should be black,
and 2 sections white (Fig. 1).
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Empty Pixel - Containing pixel

Fig.1- Dividing the pixels into sub-pixels in visual cryptography

In compared with one-time pad, coding method that the
encrypted text was XORed with the key and this
combination produced the simple text, in virtual
cryptography method, if the XOR action is performed on
two images and so two black pixels are combined with each
other (i.e. 1@ 1), a white pixel (i.e. 0) will not be obtained.
In other words, the dividing of pixels into smaller blocks is
done through the XOR procedure. The new pixels (pixels
associated with the shares, which are obtained by dividing
each pixel into smaller blocks) will have two forms: either
they are totally black, which correspond to black pixels (a
black pixel is equivalent to information), or they are half
black and half white (transparent), which are equivalent to
white pixels in the original image.

In decoding procedure, by combining both pixels from each
share, we get the original pixel. If the two combining pixels
from two shares are similar, the resulting pixel will be gray,
which is equivalent to a white pixel in the original image. In
case the pixels of both shares have colors opposite to each
other, their combination will produce a black pixel of the
original image. Thus, the text or image can be observed with
unaided eyes on a noisy and gray background.

I11.PROPOSED ALGORITHM

The method mentioned in the previous section can be also
applied to JPEG images; however, to do this, those images
should be first decompressed, and then the encoding
algorithms can be implemented on them. In [11], visual
cryptography has been directly implemented on JPEG
images. However, in this article, without decompressing the
JPEG images and spending more time and expense, we first
divide these images into two shares and then optimally
conceal each of these created shares within another image
called a covered image.

To implement this procedure, we first describe the function
of a JPEG image compressor. Normally, for the compression
of a JPEG image, the DCT method is used [14]. First a
monochromatic image is divided into blocks of 8x 8 pixels
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and the 8 x8DCT transform is applied to each block. Next,
the DCT coefficients obtained from this procedure are saved
in a matrix in quantized form. Then by using the zigzag
method, the quantized coefficients obtained from the two-
dimensional case are converted to a one-dimensional vector
(Fig. 2).

The zigzag transform converts the two-dimensional 8x8
values to quantized coefficients with 64 elements, where
each element contains the information related to the pixels in
the frequency domain, and together they form a 64-element
array.

8*8 Blocks
Share 1
\ —3 | 2p DcT-Zigzag /'
.}, Transform and Coversion into
quentization
two shares i
Share 2

Random Number
Generator

Fig. 2- Process of obtaining JPEG image from the DCT coefficients

In this section, for the implementation of visual
cryptography on a secret image, it is first divided into 8x 8
blocks. Then by applying the two-dimensional DCT
transform, zigzag transform and quantization, the 8x8
pixels of the nth block are converted to the form of Eq. (1):
XM =[XJ X1 X1 1)
In other words, the nth block from the original secret image
with the size of8x8 has been transformed into a 64-
element array, where each element X;" indicates the ith pixel
of the nth block.
Since each of the X" elements could also have negative
values, and our goal is to conceal these values within the
covered images, we first transform them by a complement of
2, and indicate them by x;".

A. Encryption Algorithm

Here, X" indicates the information of the original image
and the objective is to encrypt the X and convert it into
two shares of X" and X;"*. To do this, first a random key
is wused to transform the  8-bit X (i.e.
XiP" = [kgkrkgkskakskoky1) to 9 bits in the form of

XiP" =[kg k7 kg ks kr kg ks ko ky 1. This  procedure is
implemented as follows:
A number is randomly chosen from 0 to 9 and designated as

r. Whatever the value of r is, the bit with the same number is
repeated so that the new x;®" s are converted from 8 bits to 9
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bits. For example, if the chosen r is 4, then the bit of the 4™
location in X is repeated once at the same location, and
x;P" is obtained as X;°" =[kg ky kg ks kq ks k3 ko ky 1. From
the security perspective, it is observed that if there is no
series of random numbers r, the real value of k, cannot be
accessed in x;®". Now the new 9-bit x;® is transformed to

;"' and X% by the following method, and their bits are

determined through Eg. (2):

xP = x;" @ X,

o)

Here, X;* and x;°? have 9 bits, and by itself and without
knowing the value of r, no information can be extracted from
x;; whereas by using formula (2) and the random value of

r as the key, the original Xib' can be obtained.

So far, two shares of x;®* and x;°2 were obtained from x;"
(including the specifications of the original image pixels). In

the next step, each of the x;°* and X;?? shares should be

concealed within imagesv;and Vo as covered images.
Therefore, by using an expansion factor m = 2, each pixel of
images v; and V5 is expanded to 4 sub-pixels, namely, 2 *

2 pixels (Fig. 3). Previous reports used m = 3 and thus, their
final image had a size of m*m (i.e. a 9 fold increase).
However, through our innovative approach, we reduced the
expansion factor to 2 and as a result, the obtained image
increased 4 times instead of 9, which compared to the
previous method, reduced the original image size by about

2.25 times. Fig. 3 shows how a pixel from covered imageV,
has been expanded to 4 pixels.

[I-F

k+5

2 3

Fig. 3- Expanding each pixel of images V7 and V2 to 4 sub-pixels
in order to conceal each share of the original secret image in them

The shares of xibf and xibzl , which have been defined by 9
bits s x; M [kokgkskekskakakoki] AN X;¥2 = [kgkgkrkgkskakakaks ]
are separated 3 bits by 3 bits, and the divisions are
designated as s;, S, and S3:

81 = Kgkgks 52 = KeksK, 53 = kakoky

Then each one of the s;, s, and s; are added to the pixels

expanded from covered images V,and. As is observed in

Fig. 3, the initial color of the pixel associated with the
original image has been equal to k. However, here we have
added 3 pixels, which each one has been summed up with
the values of s, s, and s3. Since all the pixels have close
colors, the image quality is not significantly changed.
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B. Decryption Algorithm
To recover the original secret image from the two covered
images, first, elements x;®"* and x;°"2 should be obtained

from these covered images. In order to obtain s;, S, and s;
from the covered images, the values should be calculated

from the 4 expanded pixels in covered images v; and V.

Then considering Eq. (2), the value of X,™is determined.

For example in Fig. 3, a pixel from V; has its original color;
therefore, the rest of the s;, s, and s3 values and ultimately,
the values of x;?and x;"2can be easily recovered. In the

next step, using the random number series r, x;°" (which is

9 hits) is converted back to its initial 8 bits, and we get to
x;". Finally, by putting each of the pixels together, we

obtain series x"-[xJ,x7,...x%1. X'denotes the DCT

coefficients of the original secret image from which the
original image can be recovered.

IV.SIMULATION RESULTS

In this section, the presented algorithm for the concealment
of colour JPEG images within other covered images and also
the method of visual cryptography will be investigated.
Here, the image of a ball with the size of 256*320 pixels is
first encrypted into two share pieces of 256*320 pixels. Each
of these shares cannot yield the original secret image by
itself; however, by putting these two images together, the
original image can be recovered. For higher security
purposes, we conceal each of these share images in another
image (covered image) with the same size (i.e. 256*320
pixels). To do this, the algorithm described in the previous
section is used.

Fig. 4(a) shows a football. This image has been divided into
two share images in Figs. 4(b) and 4(c). It is observed that
each of these images is meaningless and it doesn’t yield any
information regarding the original image. Also in Figs. 5(a)
and 5(b) two images with the size of 256*320 have been
shown as covered images. The images of 4(b) and 4(c) have
been concealed in the two images of 6(a) and 6(b) using the
above algorithm.

(@)
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(b)

(©

Fig. 4- Original secret image and each of its shares(a) Original
secret image (b) First share obtained from the original image (c)
Second share obtained from the original image

As can be seen, the size of each covered image has increased
4 times, which is less in comparison to the 9 times of
previous methods. One of the advantages of using this
method is that the quality of the obtained covered images is
much better, even though the size of the image in previous
approaches was 9 times higher compared to 4 times higher
in the present method. Our method has been compared to the
previous methods in Fig. 7. By comparing Fig. 6 (which has
been obtained from the presented algorithm) with the other
methods it is observed that in the other methods (Fig. 7),
there is noise in the covered image; whereas in our covered
image, there is no noise. Also, the recovered image has been
shown in Fig. 8. It can be seen that there is no significant
difference between the quality of the recovered images and
that of the original image.
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(b)

(b)
Fig. 6- Covered images (a) and (b) after each share of 4(b) and 4(c)
conceal on them
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Fig. 7- Covered images after each share of 4(b) and 4(c) conceal
on it using the other methods

Fig. 8- The recovered secret image, whose quality is no different from that
of the original image

The recovered image from the two covered images of Fig. 5
can be seen in Fig. 7. It is observed that the quality of the
recovered image is very good and close to the original secret
image.

V. CONCLUSION

In this article, an algorithm is presented for visual
cryptography, which exhibits an improvement over the
previous methods in terms of computation cost and the
volume of information involved. In this method, JPEG
images have directly encrypted and concealed in the two
other images as covered color images without being
decompressed again, which has reduced the computational
expenses. An important point to mention is that, contrary to
previous methods in which two share images were concealed
in images with 9 times the size, here we were able to conceal
them in images with 4 times the size. Moreover, in contrast
to previous methods, the quality of covered images and the
recovered secret image has not changed using the proposed
approach, and the presented method has been easily
implemented for color images as well.
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