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Abstract: Cloud computing is using internet the connected computers share the resources, software information and other
devices on-demand, from the resource pool of the cloud providers. The main thing that grabs the organizations to adapt the
cloud technology is cost reduction through optimized and efficient computing. Though the cloud computing has its
advantages many IT companies have expresses concern about critical security issues which threatens them such as data
security, unauthorized access of network and use of infected application . The aim of this paper is to make a survey of the
major security threats and vulnerabilities affecting Cloud Systems and the possible solutions available to such threats.
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I. INTRODUCTION
Cloud Computing is a computing model that enables sharing
of resources on-demand with cost effectiveness and location
independent. In Cloud systems the customers need not to
buy any resources in their own instead they can use the
resources from the cloud and they can pay for the resource
as per the usage. Cloud computing is a technology that offers
many advantages, in that the main drivers of cloud
computing is the following

Cost Saving

Improved Flexibility

Better Scalability

Figure 1: Cloud Computing System
II. CLOUD COMPUTING SERVICE MODELS

Figure 2: Cloud Models
B. Platform as a Service (PaaS)
Here the platforms or environment needed to develop the
applications are provided as a service. The organizations that
need a particular environment can buy it from the cloud
infrastructure for developing their applications which will
run on the provider’s infrastructure and release the
environment when the work completed.
C. Software as a Service (SaaS)
In SaaS the software applications such as CRM, ERP and
some other online applications to manage the organizations
are offered as a service. The additional hardware and
software’s that are required to support the pre made
application can be offered by the cloud provider itself. It
clears the idea that on customer side there is no need of
investment for the extra things either the service we occupy.

A. Infrastructure as a Service (IaaS)
IaaS is the foundation of cloud services. This type of service
III. TYPES OF CLOUDS
provides storage space, processing power and managing the
organizations Database On-Demand of the particular A.Public
company.
A public cloud can be accessed by any subscriber with an
internet connection which own and operated by a service
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provider who hosts the cloud infrastructure with an access
control mechanism. All customers share the same resource
pool of the cloud provider with limited security and
availability of the resources on demand.

Figure 3: Cloud Types
B .Private
Private cloud is cloud infrastructure delivered to a single
organization. The main advantage of private cloud is the
protection of the data of user’s because they are restricted
into the organization data center. It is not shared with other
organizations, whether managed by own or by a third-party
cloud providers, and it can be hosted internally or externally.
C .Hybrid
Hybrid Clouds are a combination of two or more
cloud methods of resource pooling. The Hybrid cloud
environment is independent in it but commonly connected
through a standard interface.
D .Community
A community cloud is shared among several
organizations and that is operated, managed and secured
commonly by the group of organizations or a third party
service provider.
IV. SECURITY THREATS
A Secure cloud is always a trustworthy source of resources
or information’s so securing the cloud is a main aspect of the
cloud providers who are in charge for the cloud area. Cloud
computing security means that securing data from the
malicious persons, providing high performance to users,
using high quality encryption standards which protect data
from the hackers etc. The main problems cloud computing
faces are securing confidentiality and integrity of data in
terms data security. The CSA (Cloud Security Alliance) has
identified the top nine cloud computing threats for 2013 [1].
A. Data Breaches
One of the security threat which is identified as a top threat
in a survey conducted by the CSA is data breaches. The
concept of data breach is that any malicious person or un
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authorized person enters into a corporate network and stolen
the sensitive or confidential data. The CSA illustrate the
amount of risk of this threat by pointing a research paper
from last November which describes how a malicious virtual
machine can extract the private cryptographic keys of the
other virtual machines on the same server.
B. Data Loss
Another serious threat that threatens the CSP is the potential
incapacity to prevent data loss because many of the
companies treat their data as a valuable asset. In our
networked world, most people know that loss of data is
unavoidable at one point or another. There is increasing
amount of sensitive data which is relayed to cloud
computing providers and this data could get lost in any
number of ways, including through accidental deletion or
corruption of stored data.
C. Account Hijacking
In Account Hijacking a malicious intruder can use the stolen
credentials to hijack cloud computing services and they can
enter on other’s transactions, insert false information, and
divert users to abusive web sites which resulted in legal
issues for cloud service providers.
D. Insecure application programming interfaces (APIs)
If the Application Programming Interfaces which are used
by the users to communicate with the cloud services are
weak or not sufficiently secured, accidental or malicious
attempt to violate them may expose the cloud data to many
security threats related to inflexible access control,
scalability and limited monitoring and many other issues.
E. Denial of Service
DoS have become very serious threat when the organizations
are dependent on the services for 24/7. It temporarily denies
the access of data stored in the cloud to the authorized users
by make an attack on the server by sending thousands of
requests to it become unable to respond to the regular
clients.
F. Malicious insiders
A person who enters into the cloud network to harm the
organizations confidential data and assets, damage valuable
brands, penalize financial damage, stop productivity is
known as a malicious insider.
G. Abuse and Nefarious Use
Network hackers are always developing new technologies to
extend their reach by propagating malwares or share the
pirated software, escape from being detected, and improve
the effectiveness of their activities. Some cloud computing
providers who are weak in their security measures such as
detecting the intruders are the target of the attackers.
H. Insufficient Due Diligence
CSA's basic advice is for organizations to make sure that
they have sufficient resources and to perform extensive due
diligence before jumping into the cloud. Due diligence refers
to the care a reasonable person should take before entering
into an agreement or a transaction with another party.
I. Shared Technology Issues
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Cloud computing is known for its sharing technology so it is
very difficult to obtain a strong isolation property for multitenant architecture. It is the responsibility of the CSP to
provide a scalable service to the user without interfering
with the other client system.

Data security measures combined with risk transfer in the
form of insurance coverage and the acceptance of taking risk
from the cloud service providers is the major solution to this
problem.
I. Shared Technology Issues
A strong compartmentalization should be taken to assure
that individual customers do not disturb other customers on
V. SOLUTIONS
the shared network. The SLA should ensure remedy for
A. Data Breaches
The remedy for the data breach taken by Amazon Web patching and vulnerabilities. The strong authentication
Services is that they isolate all the virtual machines and the methods also reduce the risk.
data which is resides on AWS and they offer the data to the
next customer by wiped off the previous session data
VI. CLOUD COMPUTING VULNERABILITIES
completely to prevent any leak of information to the
competitors.
According to the Open Group’s risk taxonomy [11],
B. Data Loss
Vulnerability is the probability that an asset will be unable to
Data Loss can be prevented by using the Data Loss resist the actions of a threat agent. Vulnerability exists when
Prevention (DLP) tool which is used to track the data in there is a difference between the force being applied by the
motion in the cloud, detect sensitive data stored in our cloud threat agent, and an object’s ability to resist that force. In
and also data at any end point like personal computer. this section, we list out major Cloud specific vulnerabilities,
Enterprise Rights Management (ERM) is a technology which provide serious problems to Cloud computing.
which applies Digital Rights Management (DRM) to the
corporate documents to control the access rights to sensitive According to the research conducted in [12] there are several
criteria, which can be met by a vulnerability to make it cloud
information whether it is inside or outside of the company.
specific.
C. Account Hijacking
Prohibit the sharing of account credentials between
Virtualization, service-oriented architecture and
employees by setting up a protocol which act as a firewall. o
cryptography
are examples of core technologies of cloud
By implementing a two-factor authentication technique the
computing.
A
Vulnerability is cloud specific if it is frequent
unauthorized users can be detected. A strong SLA can also
and
fundamental
to these core technologies.
be used for protect the Account Hijacking.
o
Elasticity,
resource pooling and pay-as-you go
D. Insecure application programming interfaces (APIs)
mode
are
example
on
the other hand of cloud characteristics
Evaluate the API before using it for the organization cloud
risk and ensure that the CSP provide strong access control, [13]. A Vulnerability is cloud specific if its root cause is in
one of those characteristics.
authentication and use of encrypted transmission.
o
Another criteria that makes a vulnerability cloud
E. Denial of Service
The Intrusion Detection System can be used to
protect against the DoS attack. The approach the IDS
takes place is that each cloud is assigned with a
separate ID’s and when a specific cloud is under
attack then the corresponding ID alert the whole
system to prevent others from the attack.
F. Malicious insiders
This type of attack can be prevented by providing
different user access level control. All the login
credentials are unique and limited to their own space
in which they work in their data to prevent the data
leakage to the malicious person.
G. Abuse and Nefarious Use
The nefarious use of cloud services can be prevented
by introducing an initial registration and validation
process before entering into the cloud environment.
Many value added services can be employed to monitor the specific is if it hard to implement existing security controls
customers to use their own service without affecting the to cloud innovations.
o
The last criteria they mention is that it has to be
overall process.
frequent
in
established state-of-the-art cloud services
H. Insufficient Due Diligence
Figure 4: Seven Vulnerabilities to cloud
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available. All the services accessed through the web
browsers by the users. The question on the dependency is
Knowing what makes a vulnerability cloud specific one can
that whether the internet is reliable for the users who have
then identify vulnerabilities in the cloud. The paper [14] has
use the cloud for 24 hours such as the Health care industry.
identified in total 7 major vulnerabilities of cloud
computing:
VII. CONCLUSION
A. Session Riding and Hijacking
This vulnerability is related to web applications weaknesses Cloud computing provides many benefits like storage
which allow the hackers to perform malicious activities such capacity, cost reduction and processing power etc. However
as session hijacking by using a valid session key gain the it has its own security related issues that threaten the
unauthorized access into the computer system of the organizations to adopt the cloud technology. Many
authorized users. On the other hand the session riding refers researches are going at present to identify the security threats
the act of tricking the user open an email or to visit a and the possible solutions to those threats. This paper
harmful website which deletes the user information by describes the survey of the available solutions for the threats
sending commands to a web application.
which are noted as notorious threats by CSA. The main
B. Reliability and Availability of Service
solution obtained to these security threats based on many
When considering this issue cloud computing is not perfect research papers is that the SLA(Service Level Agreement)
because when building more and more services on top of the between the vendor and the customer, good degree of
cloud infrastructure many internets based services and encryption standards provided by the vendor which protects
applications may stop working. The paper [14] gives the the data security.
example of an event in 2008 when Amazon’s Web Service
cloud storage infrastructure went down for several hours.
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